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11.01 | ELECTRONIC CASE FILING – CMECF 

PRIVACY NOTICE to pro se litigants regarding availability of 

civil case file information on the INTERNET to anyone with a 

PACER account. 

The United States District Court for the Western District of New 

York makes the content of cases available on PACER. Any subscriber 

to PACER will be able to read, download, store, and print the full 

content of documents filed on or after January 1, 2004. However, 

remote electronic access to pleadings filed in civil social 

security cases is limited to counsel of record and court staff. 

Non-parties have direct access to the pleadings on file at the 

Clerk’s Office. To comply with the policy of the Judicial 

Conference of the United States and the E-Government Act of 2002, 

Pub. L. No. 107-347, filing parties shall omit, or, where inclusion 

is necessary, partially redact (remove) the following personal 

data information from all pleadings, documents, and exhibits, 

whether filed electronically or on paper, unless the assigned judge 

orders otherwise: 

(1) Minors’ names: Use the minors’ initials (Only initials); 

(2) Financial account numbers: Identify the financial 

institution and name or type of account, but use only the 

last four numbers of the account number; 

(3) Social Security numbers: Use only the last four numbers; 

(4) Dates of birth: Use only the year; and 

(5) Other data as permitted by order of the court. 

Additionally, you should not include confidential information in 

any document filed with the court unless such inclusion is 

necessary and relevant to the case. You must remember that any 

personal information not otherwise protected will be made 

available over the Internet via Web PACER. You may omit or 

partially redact (remove) the following confidential information 

from all pleadings, documents, and exhibits, unless the assigned 

judge orders otherwise: 

(1) Personal identifying number, such as driver’s license 

number; 

(2) Medical records, treatment and diagnosis; 

(3) Employment history; 
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(4) Individual financial information; and 

(5) Proprietary or trade secret information. 

The parties are solely responsible for any personal information 

filed. The clerk’s office will not review documents for compliance 

with this rule, seal on its own motion documents containing 

personal information, or redact documents, whether filed 

electronically or on paper. 

 

(US District Court, New York, Western District // Buffalo, NY 14202 

Pro Se Litigation Guidelines) 
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