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IN THE DISTRICT COURT OF APPEAL
OF FLORIDA, FIFTH DISTRICT 75

Case No.:
L.T. No.: DOAH Case No. 07-1820EC
Commission on Ethics No. 05-105

KEVIN BEARY,
Petitioner,
VS.

STATE OF FLORIDA,
COMMISSION ON ETHICS,

Respondent.
/

'REQUEST FOR ORAL ARGUMENT |

Pursuant to Rule 9.320 of the Florida Rules of Appellate Procedure,
Petitioner Kevin Beary, through undersigned counsel, requests oral

argument in the above-captioned proceeding.

Respectfully submitted this \Gday of November, 2007.
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Office of the Attorney General
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STATEMENT OF JURISDICTION

Petitioner Kevin Beary (“Sheriff Beary”), the Sheriff of Orange County,
Florida, hereby submits this Petition for Review pursuant to Rules 9.100(c)(3) and
9.190(b)(2), Florida Rules of Appellate Procedure, and Section 120.68(1), Florida
Statutes, for review of the Nonfinal “Order” that, inter alia, grants the Advocate
for the Commission on Ethics Request for an Order with Guidelines, rendered
November 13, 2007 by the State of Florida, Division of Administrative Hearings
(the “Order”), and located in the Appendix to this Petition at Tab “1 2!

As will be discussed in more detail below, the Advocate for the Respondent
State of Florida, Commission on Ethics (“COE”), in “Advocate’s First Request for
Production of Documents to Kevin Beary,” requested “All copies of HLS-CAM
(the “Homeland Security Comprehensive Assessment Model”), including the
customized software version.” See App. Tab “2.” The COE also sought, in a
Notice of Taking Deposition Duces Tecum to the National Domestic Preparedness
Coalition, Inc. (“NDPCI”), “[clopies of the Homeland Security Comprehensive
Assessment Model (‘HLS-CAM’), including all versions from its inception
through August 21, 2007.” See App. Tab “3.” In addition, the Advocate for the

COE filed a Notice of Taking Deposition Duces Tecum on Rickey Ricks

1

The nonfinal order that is the subject of this Petition is not one of the
enumerated nonfinal orders subject to interlocutory review under Rule 9.130,
Florida Rules of Appellate Procedure.




(“Ricks”), a Chief with the Orange County Sheriff’s Office, directing Ricks to
bring with him and produce at the deposition “a list of HLS-CAM assessments that
have been completed for Orange County’s critical infrastructure.” See App. Tab
“4.” After Sheriff Beary filed Motions for Protective Orders and Motion to Quash
Subpoena Duces Tecum on the request and the deposition duces tecum, see App.
Tabs “5,” “6” and “7,” the Advocate for the COE filed a “Response for
Respondent’s Motions for Protective Orders and Advocate’s Request for an Order
with Guidelines.” See App. Tab “8.” Sheriff Beary subsequently filed a
“Response in Opposition to ‘Advoéate’s Request for an Order with Guidelines.”
See App. Tab “9.”

The Advocate for COE also requested from the FDLE, who 1s not a party to
this matter, to make its automated version of HLS-CAM available to COE’s
expert, Thomas W. Carmey (“Carney”). In response, the general counsel for
FDLE, Michael Ramage, in a letter dated October 18, 2007, agreed to such a
request, subject to an order of an Administrative Law Judge implementing
guidelines to such an inspection. See App. Tab 8.

At a hearing on October 30, 2007, the Advocate for COE withdrew the

requests for copies of the HLS-CAM that were the subject of one of the Motions




for Protective Order and the Motion to Quash.* In addition, counsel for the parties
informed the Admimnistrative Law Judge (“ALJ”) that they would further attempt to
resolve the issue raised in the Motion for Protective Order relating to the request
by the Advocate for COE that Ricks provide a list of HLS-CAM assessments that
have been completed for Orange County’s critical infrastructure, and the ALJ held
the motion in abeyance until further notice from the parties.

The Order, inter alia, grants the Advocate for COE’s Request of an Order
with Guidelines, whereby COE’s expert, Carney, and a representative for Sheriff
Beary, would have the opportunity to go the headquarters of the Florida
Department of Law Enforcement (“FDLE”) and view the HLS-CAM with an
FDLE member familiar with the operation of HLS-CAM at a computer terminal in
which HLS-CAM is operative and view the HLS-CAM automated assessment tool.
The FDLE representative will demonstrate the operation of the HLS-CAM, and
Carney and Sheriff Beary’s representative will be able to ask questions or
determine whether the HLS-CAM can perform certain functions. Samples of
assessments may be provided to Carney and Sheriff Beary’s representative for
review and demonstration purposes, but may have identifying information deleted
to maintain security of the facility that is the subject of the assessment, at FDLE’s

discretion.

2 A transcript of the October 30, 2007 hearing is included in the Appendix at Tab

Gcl 0.!9




The Order also provides that Carney and Sheriff Beary’s representative will
be allowed to view, but not copy, the HLS-CAM user and training materials. The
FDLE, on a case-by-case basis, shall determine whether individual computer
“screen shots” can be duplicated. At FDLE’s option, a small sampling of actual
assessments may be provided for viewing, but they will not be available for
copying unless approved by FDLE and unless identifying information can be
edited in a way not to jeopardize the security of the information contamed in the
assessment. The Order directs that neither Carney nor Sherff Beary’s
representative shall reveal to third parties outside of this litigation:any sensitive
material he or she may come across during the review of the HL.S-CAM system,
and they shall sign a nondisclosure agreement with FDLE prior to viewing any
HLS-CAM materials or the system in operation. |

This Court has jurisdiction to consider this Petition for Review under Rules
9.100(c)(3) and 9.190(b)(2), as well as Section 120.68(1). Section 120.68(1)
provides that “[a] preliminary, procedural, or intermediate order of the agency . . .
is immediately reviewable if review of the final agency decision would not provide
an adequate remedy.” Florida courts have previously held that their scope of
review under Section 120.68(1) “is analogous to and no broader than the right of

review by common law writ of certiorari.” Charlotte County v. General Dev.

Utilities, Inc., 653 So. 2d 1081, 1084 (Fla, 1st DCA 1995); see also International




Truck & Engine Corp. v. Capital Truck, Inc., 872 So. 2d 372, 374 (Fla. 1st DCA
2004); Eight Hundred, Inc. v. Dep't of Revenue, 837 So. 2d 574, 575 (Fla. 1st
DCA 2003); Dep 't of Transp. v. OHM Remediation Servs. Corp., 772 So. 2d 572,
573 (Fla. 1st DCA 2000).

This Court has jurisdiction to consider this Petition and Quash the Order
under Rules 9.100 and 9.190 pursuant to long-standing precedent that permits
certiorari review of nonfinal orders granting discovery. In Martin-Johnson, Inc. v.
Savage, 509 So. 2d 1097, 1099 (Fla. 1987), the Florida Supreme Court stated:

A non-final order for which no appeal i1s provided by Rule 9.130 is

reviewable by petition for certiorari only in limited circumstances.

The order must depart from the essential requirements of law and thus

cause material injury to the petitioner throughout the remainder of the

proceedings below, effectively leaving no adequate remedy on appeal.

The Martin-Johnson Court also held that “[oJrders granting discovery . . . have
traditionally been reviewed by certiorari.” Jd. According to the Court, “[tihe
rationale . . . is that appeal after final judgment is unlikely to be an adequate
remedy because once discovery is wrongfully granted, the complaining party is
beyond relief.” Id.

The Fifth District Court of Appeal has followed the dictates of Martin-
Johnson. In Tanchel v. Shoemaker, 928 So. 2d 440, 441 (Fla. 5th DCA 2006), the

court held that “[clertiorari is the appropriate remedy when a discovery order

departs from the essential requirements of law, causing material injury throughout




the remainder of the proceedings and effectively leaving no adequate remedy at
law.” In Cape Canaveral Hosp., Inc. v. Leal, 917 So. 2d 336, 339 (Fla. 5th DCA
2005), the court noted that the basis for certiorari jurisdiction in reviewing
discovery orders is that “discovery of protected material could result in letting the
‘cat out of the bag,” and injury could result if such information was disclosed.”

Accordingly, Sheriff Beary requests that this Court exercise its jurisdiction
to review a nonfinal order of the ALJ requiring discovery of the HLS-CAM
program. Sheriff Beary will show that the order departs from the essential
requirements of law. Sherniff Beary will also show that the Order will cause
material injury to Sheriff Beary throughout the remainder of the proceedings below
by permitting discovery of the HLS-CAM under the guidelines in the Order,
effectively leaving no adequate remedy on appeal for a number of reasons.

First, the Order departs from the essential requirements of law because it
permits the production to the COE and its expert, Carney, subject to “guidelines,”
of a “security system plan” that is confidential and exempt from the Florida Public
Records Law pursuant to Section 119.071(3), Florida Statutes. In addition, the
production of this “security system plan,” even with the guidelines imposed by the
Order, could be harmful to the public safety and welfare. The items permitted

under the Order’s guidelines directly relate to public safety matters and assessment

of infrastructure critical to the public safety and welfare.




Second, the Order departs from the essential requirements of law because it
permits Carney, the expert for the COE, to review the HLS-CAM. However,
Sheriff Beary respectfully submits that Carney, who is president of CAFM, Inc., is
not a “disinterested expert,” but is instead an interested representative of a
corporate entity, that views itself as a competitor to the HLS-CAM, and a fact

witness to this case.’

Further, by allowing Carney to review the HLS-CAM,
Sheriff Beary’s ability to cross-examine Carney will be severely curtailed.

Finally, the Order allows the COE to circumvent the appropriate procedural
rules for discovery of this information. COE sought access to HLS-CAM through
a public records request to FDLE, and withdrew its discovery requests to Beary.
The “guidelines” permit an official for FDLE to conduct the proceeding by which
Carney and Sheriff Beary’s representative may observe the HLS-CAM. However,
given the confidential nature of this particular procedure, Sheriff Beary’s ability to

cross-examine the FDLE representative will also be severely curtailed, if not

abrogated.

3

Located in the Appendix, at Tab “11,” is the Interview of Thomas Carney by
Ron Maolli, and Investigator for the COE. In the Argument Section of this
Petition, Sheriff Beary will argue further that Carney is a fact witness and
competitor.




STATEMENT OF FACTS*

Sheriff Beary is the Sheriff of Orange County in Orlando, Florida, being first
elected in November 1992. In the aftermath of the September 11, 2001, terrorist
attacks, seven. Regional Domestic Security Task Forces (“Task Forces™) were
created, first by executive order and later by the Legislature, encompassing the
seven FDLE geographical regions throughout the state. At all times pertinent to
the proceedings below, Sheriff Beary served as co-manager for Task Force Region
Five. One of the major functions assigned to the Task Forces was the
1dentification, assessment and protection of Florida’s critical infrastructures.

Sheriff Beary and the Orange County Sheriff’s Office (“OCSO”) thereafter
took the initiative to develop a model that could be used for Orange County and
statewide to identify and assess infrastructure vulnerability. Realizing that Orange
County could be especially vulnerable as the home of many of our nation’s most
enduring symbols, Sheriff Beary created America’s first Homeland Security
Division within the OCSO to prevent and protect against future possible attacks in

Orange County.

*  Sheriff Beary presents these facts based on the following: (1) the Report of

Investigation conducted by the COE, which is located in the Appendix at Tab
“127; (2) the Advocate’s Recommendation, which is located in the Appendix at
Tab “13”; and (3) Shenff Beary’s Response to Advocate’s Recommendation,
which 1s located in the Appendix at Tab “14.”



Sheriff Beary and the employees of the Homeland Security Division,
including Captian Rickey Ricks and Captain (then-Lieutenant) Kenneth Glantz
(“Glantz™) quickly learned that although they could easily identify Orange
County’s critical infrastructure, current methodologies were inadequate to properly
assess the infrastructure’s vulnerability to attack. Consequently, after much review
of the current assessment methodologies, HL.S-CAM was developed. HLS-CAM
was the first uniform model in the country to integrate and prioritize critical threat
and vulnerability assessments to prevent, deter and respond specifically to terrorist
attacks.

Shortly after HLS-CAM was created, Sheriff Beary, Glantz, Edward Dore
{(another employee at OCSQ) and Dr, Julian Bailes (of the University of West
Virginia and the West Virginia National Guard) found that expected .funding for
the program would not be available, because the Department of Defense would not
allow the West Virginia National Guard to share its funds with a non-military
entity such as the OCSO. Knowing that HLS-CAM needed additional funding to
succeed, a non-profit corporation was formed which could apply for and obtain the
necessary funding through grants available from such agencies as the Department
of Homeland Security. The non-profit corporation, the National Domestic
Preparedness Coalition, Inc. (“NDPCI”), was officially incorporated in the State of

Florida on January 17, 2003, with Sheriff Beary, Glantz and Bailes as NDPCI’s



first officers and directors. In February 2003, NDPCI received a copyright for
HLS-CAM, reflecting that HLS-CAM was created in 2002.

In February and May 2003, NDPCI entered into partnership agreements with
Intelliorg, Inc. (“Intelliorg™), giving Intelliorg the exclusive right to automate the
HLS-CAM system. In August 2003, HLS-CAM was adopted by the FDLE as the
assessment mode! or methodology to assess critical infrastructures within the State
of Florida. Although Sheriff Beary was co-chair of Task Force Region Five, he
was not involved in FDLE’s decision to use HLS-CAM as the State’s critical
infrastructure assessment model. On March 9, 2004, FDLE signed a $200,000
contract with NDPCI which provided that NDPCI would provide FDLE with a
customized, automated version of HLS-CAM and conduct training on the program
for FDLE’s seven task forces. NDPCI also received grants and fees for HLS-
CAM, including $654,383 in March 2004 and $405,816 in June 2005.

During the time period of the development of the HLS-CAM and the
emergence of NDPCI, OCSO funds and resources, including personnel, training
and office expenses were utilized. NDPCI reimbursed OCSO for those expenses,
totaling $271,064 as reimbursement.

Sherriff Beary, Glantz and Dore dedicated hundreds of their own “off-duty”
time to NDPCI and to the further growth and development of HLS-CAM without

anticipating that they would be compensated for their work. During his reelection
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campaign in 2004, Sheriff Beary stated truthfully that he had not been paid by
NDPCI for his activities in connection with NDPCI. In late November 2004,
however, it was suggested that as board members, the members of the board of
NDPCI could compensate themselves for their off-duty time spent working for the
Company as consultants. The creators of HLS-CAM conferred with several
advisors regarding the legality and ethics of such an act. All of the advisors
informed the board that so long as they were being reasonably compensated for
their off-duty work (i.e., not for work associated with their full-time occupations),
there was nothing illegal or unethical about being compensated by NDPCI as board
members.

After establishing an appropriate hourly rate for each board member, NDPCI
compensated each board member, including Sheriff Beary, according to the
number of off-duty hours dedicated to NDPCI and HLS-CAM. In accordance with
this formula, NDPCI compensated Sheriff Beary in the amount of $43,000 for his
consulting services. Sheriff Beary reported this amount on his COE Form 6 (Full
and Public Disclosure of Financial Interests). When controversy arose regarding
his being compensated, Sheriff Beary voluntarily returned the money to NDPCI.

Rick Staly, a resident of Orlando, Florida, and an opponent of Sheriff Beary
in his 2004 reelection campaign, filed a Complaint with the COE (Complaint

Number 05-105) against Sheriff Beary, alleging that Sheriff Beary violated the

11




following constitutional and statutory provisions: (1) Article II, Section 8 of the
Florida Constitution, Ethics in Government, by corruptly abusing his office,
malfeasance, misfeasance of public funds, violating the public trust for private
gain, and the prohibition between public duty and private interests, as defined in
the Florida Constitution and Florida Statutes, specifically Sections 112.312(3), (5),
(8), (9), (13), (15) and (16), Florida Statutes, and conspiring with OCSO
employees and co-conspirators Captain Glantz and Fore in violation of Section
112.312(18), Florida Statutes; and (2) violations of Sections 112.313(3) (doing
business with one’s agency), 112.313(4) (receiving unauthorized compensation),
112.313(6) (misusing public position) and 112.313(7) (having conflicting
employment or contractual relationship prohibitions), Florida Statutes.

The COE conducted an investigation to determine whether Sheriff Beary
violated the following provisions of the Code of Ethics: Sections 112.313(2),
112.313(3), 112.313(4), 112.313(6), 112.313(7)(a) and 112.313(8), Florida
Statutes. See App. Tab 12. In the Advocate’s Recommendation, the Advocate for
COE recommended that the COE find probable cause to believe that Sheriff Beary
violated Sections 112.313(2), 112.313(6), 112.313(7)(a) and 112.313(8), Fiorida
Statutes. See App. Tab 13,

The COE requested Beary to produce “[a]ll copies of HLS-CAM, including

the customized software version,” see App. Tab 2, from NDPCI “[a]ll copies of the

12



Homeland Security Comprehensive Assessment Model (‘HLS-CAM”), including
all versions from its inception through August 21, 2007,” see App. Tab 3, and from
Rickey Ricks (in conjunction with a Subpoena Duces Tecum) “a list of HLS-CAM
assessments that have been comﬁleted for Orange County’s critical infrastructure.”
See App. Tab 4. The COE argued that Beary has put the value, uniqueness and
qualify of the HLS-CAM at issue in this case, by claiming in his Response to the
Report of Investigation that: (1) “HLS-CAM was the first uniform model in the
country to integrate and prioritize critical threat and vulnerability assessments to
prevent, deter, and respond specifically to terrorist attacks”; and (2) “In fact,
NDPCI prioritized and assessed over seven hundred assets in Orange County at no
charge, services valued at over $500,000. That Shenff Beary’s purpose of making
the public safer is all but certain.” See App., Tab 8.

The automated version of HLS-CAM is in the possession of the FDLE on its
computer system in Tallahassee. FDLE acquired this version of HLS-CAM from
NDPCI pursuant to a contract originally signed in March 2004. Many of the
assessments conducted using the automated HLS-CAM provided to the FDLE and
the Regional Domestic Security Task Forces within the seven Task Force regions
are in an FDLE database. The Advocate for the COE requested that FDLE, who is
not a party to this matter, to make its automated version of HLS-CAM available to

COE’s expert, Carney. In response, the general counsel for FDLE, Michael
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Ramage, in a letter dated October 18, 2007, agreed to such a request, subject to an
order of an Administrative Law Judge implementing the guidelines that are now
contained in the Order. See App., Tab 7.

NATURE OF RELIEF SOUGHT

Sheriff Beary respectfully requests that this Court quash the ALJ’s Order
permitting the COE’s expert, Carney, to inspect and review the HLS-CAM at
FDLE’s headquarters in Tallahassee, because the ALJ departed from the essential
requirements of law in ordering disclosure of HLS-CAM, even under the
guidelines imposed. See Fla. Stat. § 120.68(7)(d).

ARGUMENT AND CITATION OF AUTHORITY

L The ALJ Departed from the Essential Requirements of Law in
Ordering Production of a “Security System Plan” that is Exempt
from the Florida Public Records Law Pursuant to Section
119.071(3), Florida Statutes.

Sheriff Beary sought a protective order in the proceedings below from
producing HLS-CAM. See App., Tabs 5 & 6. He has also sought to quash that
portion of the subpoena duces tecum to NDPCI directing it to produce the HLS-
CAM. In deciding whether a protective order is appropriate in a particular case,
the court must balance the competing interest that would be served by granting
discovery or denying it. See Alterra Healthcare Corp. v. Estate of Shelley, 827 So.

2d 936, 945 (Fla. 2002) (citing North Miami General Hosp. v. Royal Palm Beach
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Colony, Inc., 397 So. 2d 1033, 1035 (Fla. 3d DCA 1981)); Dade County Medical
Ass’n v. Hlis, 372 So. 2d 117, 121 (Fla. 3d DCA 1979).

The HLS-CAM is confidential and exempt from the Florida Public Records
Law as a “security system plan” pursuant to Section 119.071(3), Florida Statutes.
Section 119.071(3) provides, in relevant part:

(3) Security.

(@) 1. As used in this paragraph, the term “security system plan”
includes all:

a. Records, information, photographs, audio and visual presentations,
schematic diagrams, surveys, recommendations, or consultations or
portions thereof relating directly to the physical security of the facility
or revealing security systems;

b. Threat assessments conducted by any agency or any private entity;
¢. Threat response plans;

d. Emergency evacuation plans;

e. Sheltering arrangements; or

f. Manuals for security personnel, emergency equipment, or security
training.

2. A security system or portion thereof for:

a. Any property owned by or leased to the state or any of its political
subdivisions; or

b. Any privately owned or leased property

held by an agency is confidential and exempt from s. 119.07(1) and s.
24(a), Art. I of the State Constitution.

15



{emphasis added).

The HLS-CAM is a confidential and exempt‘“security system plan” as
defined in Section 119.07(3)(a)l, Florida Statutes, and includes: records,
information relating directly to the physical security of a facility or revealing
security systems; threat assessments conducted by an agency or a private entity;
threat response plans; and manuals for security personnel, emergency equipment,
or security training. Thus, any such documents are confidential and exempt from
the Florida Public Records Law pursuant to Section 119.071(3), Florida Statutes.

As noted in the Staff Analysis to HB 7033, which became the “security
system plan” exemption to the Florida Public Records Law, there is a difference
between records that are exempt from public records requirements and those that
are confidential and exempt:

If the Legislature makes a record confidential and exempt, such record

cannot be released by an agency to anyone other than to persons or

entities designated in the statute. See Attorney General Opinion 85-

62. If a record is simply made exempt from disclosure requirements,

an agency is not prohibited from disclosing the record in all

circumstances. See Williams v. City of Minneola, 575 So. 2d 683, 687

(Fla. 5th DCA), review denied, 589 So. 2d 289 (Fla. 1991).

House of Representatives Staff Analysis, HB 7033, p. 2 n.1. The Legislature
intended, in enacting this exemption to the public records laws, that a “security

system plan” be confidential and exempt, and that such a record could only be

released to persons or entities designated in the statute.
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In fact, in WFTV, Inc. v. School Bd. of Seminole, 874 So. 2d 48 (Fla. 5th
- DCA 2004), this Court considered a television station’s request for student records

under Section 228.093, Florida Statutes, that were “confidential and exempt.” This
Court stated.:

There is a difference between records the Legislature has determined

to be exempt from The Florida Public Records Act and those which

the Legislature has determined to be exempt from The Florida Public

Records Act and confidential. If information is made confidential in

the statutes, the information is not subject to inspection by the public

and may only be released to the persons or organizations designated in

the statute.
Id. at 53. The Court held that the School Board was prohibited from disclosing the
records to the television station (which was not designated in the statute) without
written parental consent. See id.

Section 119.071(3)(a)3 designates to whom a “security system plan™ can be

released, and provides as follows:

Information made confidential and exempt by this paragraph may be
disclosed by the custodian of public records to:

a. The property owner or leaseholder; or

b. Another state or federal agency to prevent, detect, guard against,
respond to, investigate, or manage the consequences of any attempted
or actual act of terrorism, or to prosecute those persons who are
responsible for such attempts or acts.

Neither the COE or its expert, Carney, qualify under Section 119.071(3)(a)3 as an

individual or entity that can receive a “security system plan.”
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At the hearing, the Advocate for COE argued that an exccption to Section
119.071(3) existed that would provide for disclosure of HLS-CAM. COE argued
that under Section 119.071(3)(b)3, information made “exempt” from that
paragraph may be disclosed to another governmental entity “if disclosure is
necessary for the receiving entity to perform its duties and responsibilities.” See
App., Tab 10, at p. 21, lines 9-21. However, this provision only applies to
information made “exempt,” as opposed to “confidential and exempt.” Because
the Legislature identified a “security system plan” as confidential and exempt, a
custodian of those records can only disclose them to the individual or entities listed
in Section 119.071(3)(a)3.

At the hearing, the ALJ indicated that she felt that she was without authority
to direct FDLE to not disclose HLS-CAM. See App., Tab 10, at pp. 37-41. The
ALJ’s decision to permit disclosure of the HLS-CAM, which is “confidential and
- exempt” under the public records laws, to an entity outside of those provided in the
statute is a departure from the essential requirements of law. See WFTV, 874 So.
2d at 53-54.

In addition, the production of HLS-CAM, even within the guidelines
imposed by the Order, could be harmful to the public safety and welfare. The
items permitted under the Order’s guidelines directly relate to public safety matters

and assessment of critical infrastructure critical to the public safety and welfare.
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Making this information accessible could reduce the ability of local and state
entities to keep the citizenry safe and could allow any interested person to access
information that would be helpful to planning a terrorist attack. If such
information were to be made public, it could be used by terrorists to enhance their
capabilities to conduct terrorist activities and hamper the abilities of the public and

private sector to prevent such acts of terrorism.
II.  The Order Departs from the Essential Requirements of Law by
Permitting Carney, a Competitor and Interested Fact Witness, to

Examine the HLS-CAM, thus Depriving Beary of the Ability to
Cross-Examine Carney on Certain Important Issues.

The Order provides “guidelines” to the observation and inspection of the
HLS-CAM at FDLE’s headquarters in Tallahassee. The Order permits the COE’s
expert, Carney, to observe the HLS-CAM, as well as a representative for Sheriff
Beary. However, Sheriff Beary respectfully submits that Camey, who 1s president
of CAFM, Inc., is not a “disinterested expert,” but is instead an interested
representative of a competitor of HLS-CAM.

In statements made to the COE, Carney has demonstrated that his a fact
witness in this matter and a competitor to NDPCIL. In an interview with COE
Investigator Ron Moalli, Carney stated that he met with Ricks, Dore and Glantz to
show them his product in an effort to market it to the OCSO. See Moalli interview
of Carney, Tab “11,” at p. 6. He claims that the Sheriff’s Office “ripped the county

off”;
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I have an idea, and I went to talk to one of their managers, at Orange
County, the facility guy. And very smart guy, he was in the military,
he was a Colonel, Full Colonel, ahm, was a facility director at the
airport, Orlando Airport, and came on board with facilities, and so he
knew that there was a lot of neat stuff here. He said that [ heard that
they were developing; you know the Sheriff’s Office was developing
something like this. And I said, why develop it, we already got it, 1
already got all the data, and guess what, it’s like $1350 a license, OK.
And to do an assessment, the way they were doing them and charging
the County an exorbitant amount of money, you know when he says,
$250,000, we saved the County from not doing this assessment.
That’s bunk. [ did a million and a half square feet for about fifty
grand, far more complicated than walking through and doing a
security analysis. So they ripped the County off. And I have other
consultants, nationally, that I can give you their rates.

Moalli interview of Carney, Tab “11,” at p. 6. In the interview, Carney noted the
contract NDPCI entered with FDLE, and stated:

OK, umm, and that $600,000 that Intelliorg and the rest of them got, I
mean, I’ve developing this for years and believe me, I would have
charged maybe, $25,000 - $50,000 from scratch, if I didn’t know
anything, OK. So the Feds got ripped off, the $250,000 that Beary got
to start his company, which they can call it non-profit or anything they
want, to me that is a very significant ethical 1ssue. [ mean, enormous.
Umm, let’s say you’re a lawyer, you know, what would the state just
go give, uhh, one of the big law firms a quarter of a million and say
here, go develop a whole new thing and then go out and compete? It
just is wrong.

1d. at p. 9. Based on these and other statements, Carney is a fact witness to this
matter.

Under the ALJ’s Order, Camey not only will have a “free look” at HLS-
CAM and receive the opportunity to observe how HLS-CAM operates, but may

also render himself “off limits” for cross-examination purposes on certain issue
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regarding his review of the HLS-CAM at the final hearing, because of the
confidential nature of HLS-CAM. The ALIJ overlooked the consequence of
allowing Carney to review the HLS-CAM at FDLE’s headquarters, and the Order
thus departs from the essential requirements of law.

IIi. The Order Departs from the Essential Requirements of Law by

Permitting the COE to Circumvent the Appropriate Procedural
Rules for Discovery.

The COE propounded discovery requests on Sheriff Beary for “[a]ll copies
of HLS-CAM (the “Homeland Security Comprehensive Assessment Model”) and a
Subpoena Duces Tecum on Ricks, directing him to bring with him and produce at a
deposition “a list of HLS-CAM assessments that have been completed for Orange
County’s critical infrastructure.” See App. Tabs 2 & 4. In addition, he sought the
HLS-CAM from NDPCI. See App. Tab 3. However, the COE also requested this
information directly from FDLE. By allowing the disclosure of HLS-CAM under
guidelines, the Order allowed the COE to circumvent the appropriate rules for
discovery and hampered the ability for Sheriff Beary to present objections to the
discovery requests.

FDLE, as a third party to this matter, should have been served by the COE
with a third-party subpoena, and with an objection by Sheriff Beary, would have
been subject to a deposition. See Fla. R. Civ. P. 1.351. At that deposition, counsel

for Sheriff Beary would have had the opportunity to object and cross-examine the
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custodian of FDLE. Under the Order, the representative for Sheriff Beary may not
interfere with the demonstration of HLS-CAM.  Additionally, given the
confidential nature of HLS-CAM, Sheriff Beary may not be able to cross-examine
the FDLE’s representative that demonstrates HLS-CAM to Carney. The failure to
require COE to follow the appropriate procedures for discovery in this matter is a
departure from the essential requirements of law, and merits reversal.

CONCLUSION

Based on the foregoing, Sheriff Beary respectfully requests that this Court
quash that portion of the ALJL’s Order permitting the COE’s expert, Carney, to
inspect and review the HLS-CAM at FDLE’s headquarters in Tallahassee, because
the ALJ departed from the essential requirements of law in ordering disclosure of
HLS-CAM, even under the guidelines imposed. See Fla. Stat. § 120.68(7)(d).
Sheriff Beary will suffer immediate material injury throughout the remainder of the

proceedings, leaving no adequate remedy on appeal.
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STATE OF FLORIDA
DIVISICN COF ADMINISTRATIVE HEARINGS
IN RE: KEVIN BEARY,

Respondent. Case No. 07-1820EC

— e e

ORDER

This cause came before this tribunal for hearing on
Tuesday, October 30, 2007, at the Division of Administrative
Hearings, Tallahassee, Florida, upon the following motions:

a. Respondent's two Motions for Protective Order filed
October 8, 2007 {one motion seeks protection from a request by
the Advocate to Respondent for copies of the Homeland Security
Comprehensive Assessment Model {(HLS-CAM), the second motion
seeks protection from a request by the Advocate to Rickey Ricks
for a list of HLS-CAM assessments that have been completed for
Orange County's critical infrastructure);

b. Advocate's Response to Respondent's Motions for
Protective Orders and Request for Order with Guidelines filed
October 1%, 2007;

€. Respondent's Motion tce Quash Subpoena Duces Tecum filed
October 19, 2007;

d. Respondent's Response to Advocate's Request for Order
with Guidelines filed October 23, 2007; and

e. Advocate's Response to Respondent's Motion to Quash
filed October 29, 2007.

During the hearing, the Advocate withdrew his requests for
copies of the HLS-CAM that were the subject of one of the
Motions for Protective Order and the Motion to Quash.

1. Therefore, the Motion for Protective Order filed
October 8, 2007, seeking protection from the Advocate's reguest
for copies of the HLS-CAM from Respondent, and the Motion to
Quash dated COctober 19, 2007, are hereby DENIED as moot.




2. As to the other Motion for Protective Order relating to
a request by the Advocate to Rickey Ricks for a list of HLS-CAM
assessments that have been completed for Orange County's
critical infrastructure, counsel advised that they would further
attempt to resolve the issue and asked that a ruling on this
motion be postponed. Therefore, this motion is hereby held in
abeyance until further notice from the parties.

3. As to the Advocate's Request for an Order with
Guidelines, counsel agreed that a representative for Respondent
could be present at the Advocate's expert's review at FDLE, and
could inquire of FDLE during the review to the same extent as
the Advocate's expert, provided Respondent's representative did
not interfere with the Advocate's expert's inquiry, and further
provided that Respondent's representative be subject to the same
confidentiality requirements and agreements as the Advocate's
expert, Thomas W. Carney.

4. Accordingly, the Advocate's Request for an Order with
Guidelines is GRANTED, with modifications. It is hereby

ORDERED that:

a. The Florida Department of Law Enforcement ("FDLE")
shall provide an opportunity for Thomas W. Carney ("Advocate's
expert") and a representative for the Respondent ("Respondent's
representative”) to come to FDLE headquarters in Tallahassee and
sit, at the same time, with an FDLE member familiar with the
operation of HLS-CAM at a computer terminal in which HLS-CAM is
operative and view the HLS-CAM automated assessment tool;

b. In conjunction with the FDLE representative, the
operation of HLS-CAM will be demonstrated, and the Advocate's
expert and Respondent's representative will have the ability to
ask questions or determine whether the automated HLS-CAM can
perform certain functiong. Neither the Advocate's expert nor
Regpondent's representative shall interfere with the questions
or inguiry of the other;

c. Samples of assessments may be provided to the
Advocate's expert and Respondent's representative for review and
demonstration purposes, but may have identifying information
deleted to maintain the overall security of the facility that is
the subject of the assessment;

d. Determination of whether and to what extent actual
assessment material will be provided for viewing by the




Advocate's expert and Respondent's representative remains at
FDLE's discretion;

e. The Advocate's expert and Respondent's representative
will not be provided the underlying details of how the database
is constructed, "code" revealing the functionality of the
database, or any information that would place FDLE in violation
of its obligation to the HLS-CAM copyright holder to protect the
underlying computer code and structure resulting in the
operational product known as HLS-CAM;

f. 1In effect, the Advocate's expert and Respondent's
representative will be allowed to see HLS-CAM in operation as it
would be viewed by any person using HLS-CAM to conduct an
assessment;

g. The Advocate's expert and Respondent's representative
will be allowed to view, but not copy, HLS-CAM user and training
materials;

h. A determination of whether individual computer "screen
shots" can be duplicated for the Advocate's expert and
Regpondent 's representative to carry away from FDLE will be made
on a case-by-case basis, with the FDLE representative's decision
being final;

i. A small sampling of actual assessments may be provided
for viewing by the Advocate's expert and Respondent's
representative at FDLE's option;

j. If actual assessments of facilities in Florida are
viewed, they will not be available for copying unless approved
by FDLE and unless identifying information can be edited in a
way to not jeopardize the security of the information contained
in the assessment itself;

k. The Advocate's expert and Respondent's representative
shall not reveal to third parties outside the subject litigation
any sensitive information he may come across during his review
of the HLS-CAM system. The Advocate's expert and Respondent's
repregentative shall sign a nondisclosure agreement with FDLE
prior to viewing any HLS-CAM materials or the system in
operation;

1. 1In short, FDLE shall allow the Advocate's expert and
Respondent's representative to view the HLS-CAM automated system
in operation as it would be utilized by someone conducting an



assessment with the system, but will not be allowed to retain
confidential or security-sensitive information related to actual
gites in Florida or actual assessments performed;

m. Further, the methodology utilized by HLS-CAM is
considered sensitive information by FDLE and any discerned
information regarding that methodology revealed to the
Advocate's expert or Respondent's representative by FDLE under
the terms of this Order shall be held in confidence by the
Advocate's expert and Respondent's representative, to be
revealed only in the context of the litigation at hand. The
Advocate's expert and Regpondent's representative shall sign a
neondisclosure agreement with FDLE that allows them to discuss
their observations with counsel for the partiesg, and to not
reveal them in any other context or forum other than in the
actual litigation of this matter as structured by this Order;
and

n. If any information or materials that have been revealed
to the Advocate's expert or Respondent's representative by FDLE
under the terms of this Order must be discussed in the actual
litigation and are claimed by FDLE to be sensitive or
confidential or exempt from public records, such information or
materials shall be subject to review in camera by the
Administrative Law Judge prior to disclosure. Thereafter, if
the Administrative Law Judge determines that such information or
materials are confidential or subject to a public records
exemption, the proceedings, whether at the final hearing or
deposition, shall be closed to the public and only revealed to
the Administrative Law Judge, the parties to the litigation,
counsel to the parties, and the parties' designated experts as
approved by the Administrative Law Judge, and they shall all
maintain the confidentiality and prevent disclosure of such
information and materials to the public. Unless such
protections are in place, the parties and their counsel shall
not inguire into those areas in these proceedings.



DONE AND ORDERED this 13th day of November, 2007, in
Tallahassee, Leon County, Florida.

Conde 3. Wikl

CARQOLYN S. HOLIFIELD
Administrative Law Judge

Division of Administrative Hearings
The DeSoto Building

1230 Apalachee Parkway

Tallahassee, Florida 3235%9-3060
{(850) 48B-9675 SUNCOM 278-9675
Fax Filing (850G} 921-6£847
www.doah.state.fl.us '

Filed with the Clerk of the
Divigion of Administrative Hearings
this 13th of November, 2007.
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‘ STATE OF FLORIDA
DIVISION OF ADMINISTRATIVE BEARINGS

Inre: Kevin Eugene Beary,
‘ DOAH Case No. 07-1820EC
Respondent. Complaint No. 05-105

ADVOCATE’S FIRST REQUEST FOR
PRODUCTION OF DOCUMENTS TO KEVIN BEARY

Advocate, Florida Commission Ethics, by and throuéh the undersigned counsel and
pursuant to Rule 1.350, Florida Civil Rules of Procedure, hereby requests that Respondent,
produce and permit the following for inspection and/or copying at the offices of the Attomey
General, 107 West Gaines Street, Tallahassee, Florida 32399-1050, within thirty (30} days of
receipt of ‘such request.

INSTRUCTIONS

1. In answenng these requests, ﬁ_.lrnish all .information available to you, including
information in the possession of your agents, employees, attorneys, investigators, and all others
from whom it may be obtained.

2. Regarding the terms defined herein, all terms used in the singular shall include the
plurai, énd all terms used in the plural shall include the singular.

3. _ Whenever these requests seek infoﬁnation which is not available to you in the
fo.rm requested, but is available in another form or can be obtained elsewhere, so state and either
supply the data from which the information requegted can be obtained.

4.. . Fach request should be construed independently and not with reference to any
other request for purposés of limitation, except where so designated specifically.

5. If any information sought by these requests is withheld because you claim that



such information is privileged, state the basis upon which any privilege is founded, and the
general subject matter of the information withheld.

DEFINITIONS

For the purposes of this First Request for Production of Documents, the terms set forth

herein shall be defined as follows:

6. As used herein, “Respondent,” “yon,” or “your” shall mean the Respondent, or
any iteration thereof.

7. - “Advocate,” refers to, without limitation, Florida Commission on Ethics.

8. “Document” means every writing or record of every type and description that is

or has been in your possession, custody, or control or of which you have knowledge, including,
but not limited to, correspondence, memoranda, tapes, stenographic or handwritten notes,
studies, publications, books, pamphlets,l pictures, drawings and phétographs, films, microfilms,
voice recordings, maps, reports, sul;veys, minutes or statistical éompilations, or any other
reported or graphic material in any form, including copies, drafts, and reproductions.
“Document” also refers to any other data compilations from which information cé.n be obtained,
and translated, if necessary, into reasonably usable form by you through computér or detection
device.

9. “Produce” means to make available the documents requested herein for
inspection and copying and copying and to separate such documents into categories set forth n
this request. If you decline to produce any documents requested hereinafter dn the basis of any
privilege recognized by law, you shall, at the time of production herein designated, provide
Petitioner with the following written information as to each document:

(a) The ftitle or other means of identification of each said document;



(B

(c)

(d)

(©)

®

(g)

®)

The type document (e.g. letter, memorandum, record, etc.);

The date of such document;

The author of each such document;

The recipient or recipients of each such doc@ent, including but not
limited to complaint or anyone who purports to reﬁresent the complainant;
The present location of any and all copies of each such document in the
care, custody, or control of complainant;

The names and current addresses of aﬁy and all persons who have custody

or control of each such document or copies thereof; and

If all copies of the document have been destroyed, the names and current

addresses of the person or persons authorizing the destruction of such

document and the date such document was destroyed.

10.  If any document(s) described berein has already been produced to Petitioner,

identify the corresponding request(s) to which such document(s) relates.

11.  Terms used in the singular shall be deemed to include the plural, and terms used

in the plural shall be deemed to include the singular.

12.  Use of feminine pronouns shall be deemed to include the masculine and neuter,

and use of masculine pronouns shall be deemed to include the feminine and neuter.

13.  “Case or Complaint” refers to Complaint No. 05-108 previously filed with the

Commission on Ethics.

14. “OCS0” refers to the Orange County Sheriff’s Office.

15. “NDPCI” refers to the National Domestic Preparedness Coalition, Inc.



DOCUMENTS TO BE PRODUCED

1. "All documents revié:wed, referred to be identified in response to Advocate’s First '
Set of Interrogatories.

2. - All documents to be utilized or introduced at the final hearing in this matter.

3. Any docuntent consulted prior to denying any numbered request in the Advocate's

First Request for Admissions contemporaneously filed with this Request for Production, as
identiﬁed in interrogatory number 7 A and B of the Advocate's First Interrogatories to
Respondent, also contemporaneously served with this Request for Production.

4. Any document identified in Respondent's response to interrogatory number 6 in
the Advocate's First Interrogatories to Respondent.

5. All of your Federal and State tax retums and tax return attachments and work
papers for years 2002, 2003, 2004, 2005 and 2006, for your personal taxes or taxes for any entity
in which you held a 10% or greater ownership interest.

6. All documents of communication regarding HLS-CAM, its predecessor, or
NDPCI, between you or the Orange County Sheriff’s Office and any of the following (including
representatives, officials or employees thereof): |

the Florida Department of Law Enforcement (“FDLE”) or any present or former
"FDLE employee or official, including, but not limited to, Mark Zedra, former Commissioner

Tim Moore, Dr. Sewell, or others;

one or more of Florida’s Regional Domestic Security Task Forces (“RDSTF’s”),
including, but not limited to, any co-chair thereof;

the Umited States Department of Defense (“DOD™);
the United States Department of Homeland Security (“DHS”Y;
Defense Threat Reduction Agency (“DTRA”),

Ed Dore;



Ken Glantz;

Ricky Ricks;

any other OCSO employees;

the University of West Virginia;

Dr. Julian Bailes;

the West Virginia National Guard;

Col. James Hoyer; |

Pete Brown, Jr.;

the Orange County Comptroller’s Office; or,

entities who adopted HLS-CAM or received HLS-CAM fraining.

5. All documents reflecting QCSO resources used in the development or promotion
of HLS-CAM or its predecessor,-including, but not limited to wages, salaries, comp_cnsation,
benefits, travel, transportation, accomrﬂodatiéns, telephones, office equipment and supplies
(including computers, printers, fax machines and paper), office space, utilities, furniture and
_ fixtares. | |

6. All documents detailing ﬁme you spent while being compensated by OCSO
which compensation was later reimbursed to OCSO by NDPCL

7. All documents detailing time Ken Glantz spent while being compensated by
OCSO which compensation was later reimbursed to OCSO by NDPCL

&. All documents detailing .timc Ed Dore spent while being compensated by OCSO
which compensation was later reimbursed to OCSO by NDPCL

9. All documents detailing time Ricky Ricks spent while being compensated by

- OCSO which compensation was later reimbursed to OCSO by NDPCIL.



10.  All documents detailing time OCSO employees (other than you, Ken Glantz, Ed
Dore or Ricky Ricks) spent while being compensated by OCSO which compensation was later -
reimbursed to OCSO by NDPCL

11.  All documents evidencing your requestts) .or directive(s) to OCSO officials,
employees or contractors to keepr records of time spent developing or working on matters related
to the HLS—CAM while being compensated by OCSO.

12.  All documents évidcncing your request(s) or directive(s) to OCSO officials,
employees or contractors to keep records of time spent developing or working on matters related
to the HLS-CAM during off-duty hours.

13.  All OCSO policies, directives or procedures designed to apcommodate the use or
traiming of HLS-CAM or interaction and/or c00peraﬁon with NDPCL

14,  Documents reflecting all payments you received from NDPCL

15.  Documents reflecting amounts you have paid to NDPCL

16.  Documents reflecting your education, training or experience with terronism or

infrastructure vulnerabili ts, < -
as 'c.:?. eﬁ;&gﬁ;’t&as;ﬁ%ﬁ}zfﬂ%}&) /?Zc—fmrfﬁr; Pore Wﬂgﬁ%&v _

. o 7 Y.
Respectfully submitted this £~/ day of September, 2007. b

L}

JAMES H. PETERSON, 1IJ

Advocate for the Florida Commission
on Ethics '

Florida Bar No. 473057

Office of the Attorney General

The Capitol, PL-01

Tallahassee, FL 32399-1050

Tel. No. (850) 414-3300, Ext. 3702

Fax. No. (850) 488-4872

pete.peterson@myfloridalegal.com




CERTIFICATE OF SERVICE

1 HEREBY CERTIFY that a true and correct copy hereof has been sent by HAND
DELIVERY to Mark Herron, Esq., Messer, Caparello & Self, P.A. 2618 Centenmal Place,

Tallahassee, FL 32308, and Wayne L. Helsby, Esq., Allen, Norton & Blue, c¢/o Mark Herron,

e

¢, ‘
.this / day of September, 2007.

Jarfies H. Peterson, III




STATE OF FLORIDA
DIVISION OF ADMINISTRATIVE HEARINGS

In re: Kevin Beary

Respondent. DOAH No. 07-1820EC
/

NOTICE OF TAKING DEPOSITION DUCES TECUM

TO: Mark Herron, Esq. Wayne L. Helsby, Esq.
Messer, Caparello & Self, P.A. Allen, Norton & Blue, P.A.
Post Office Box 15579 1477 West FairbanksAve.
Tallahassee, Florida 32317 Suite 100
Winter Park, Florida 32789

PLEASE TAKE NOTICE that the undersigned attomey will take the deposition of Ken Glantz,
in his individual capacity and as an officer or director of National Domestic Preparedness
Coalition, Tne. (“NDPCI”), at the Office of Accurate Reporters, 105 East Robinson Street,

Suite 301, Orlando, Florida 32771, on Wednesday, August 22, 2007, at 9:00 a.m. upon oral

examination before a professional court reporter, a notary public, or any other officer duly
authorized by law to take depos.itions in the State of Florida. The oral examination is beingl taken
for the purpose of discovery, for use at public hearing, or for such other purposes as are
permitted under the applicable statutes or rules of court. The deponént is being directed to bring
with him to the deposition all documents and information identified on Exhibit “A” attached

hereto. oé

—
Respectfully submitted this Z day of August, 2007.

WAMESH. PETERSON, II
Advaocate for the Flonida
Commission on Ethics

Florida Bar No. 0473057

Office of the Attorney General
The Capitol, PL-01

Tallahassee, Florida 32399-1050
(850) 414-3300, Ext. 4702




EXHIBIT “A”

1. Books, Records and documents of National Domestic Preparedness Coalition, Inc.
(“NDPCI") from its inception through August 21, 2007, including all:

Articles of Incorporation,

meeting minutes,

resolutions,

tax retumns,

. financial statements, and
all other documents reflecting the activities of NDPCL

2. All documents regarding, detailing, or supporting payments by NDPCI to the Orange
County Sheriff’s Office (“OCSO”).

3. All documents regarding, detailing, or supporting payments by NDPCI to current or
former NDPCI officers, members or directors.

4, All documents, the ideas from or contents of which were reviewed, considered, utilized
or incorporated in the development of the HLS-CAM.

5. All documents of communication between, or reflecting communications between,
NDPCI and: - .
Sheriff Kevin Beary (individually or in his official capacities),
0CSO,

the Florida Department of Law Enforcement (“FDLE”),
one or more of Florida’s Regional Domestic Security Task Forces (“RDSTF’s”),
Mark Zedra,
the Department of Defense (“DOD”),
the Department of Homeland Security (“DHS”)
the Defense Threat Reduction Agency (“DTRA™),
Ed Dore,
Ken Glantz,
Ricky Ricks
any other OCSO employees,
the University of West Virginia,
Dr. Julian Bailes,
the West Virginia National Guard,
Col. James Hoyer, or
~ the Orange County Comptroller’s Office.

6. All documents promoting or reflecting the promotion or sale of HLS-CAM or HLS-CAM
training. '

7. All documents regarding NDPCI grant applications, grant receipts, grant audits,
responses to grant audits, grant expenditures, or response to any grant audit 1ssues.



8. Al documents regarding payments or reimbursements made by NDPCI to 0CSO, the
University of West Virginia, or the West Virginia National Guard.

9. All documents reflecting salaries or payments made by NDPCI from its inception through

August 21, 2007, to its current or former officers, directors, board members, employees or
conftractors.

10. All documents reflecting the names of NDPCI’s current or former officers, directors,
board members, employees or contractors.

11.  All documents reflecting money received by NDPCI since its inception.
12.  All documents regarding the copyright of HLS-CAM.

13.  All contracts or agreements and documents regarding contracts, leases and agreements of
which NDPCI 1s or was a party.

14.  Copies of the Homeland Security Comprehensive Assessment Model (“HLS-CAM”),
including all versions, from its inception throngh August 21, 2007.

As used herein, the term “documents” means originals or copies of written materials or
matter (whether handwritten, drawn, printed or typed), including, but not limited to, all
documents, agreements or contracts (whether executed or not), correspondence, memoranda,
notes, ledgers, telephone logs, diaries, books, articles, reports, diagrams, blueprints, charts and
maps, and all photographs, motion pictures, video tapes, photostats or photocopies, microfilms,
tapes, electrical, electronic or mechanical recordings, and all information in or for data
processing machines or computers, and other data compilations in the possession, custody or
control of the deponent.




CERTIFICATE OF SERVICE

] HEREBY CERTIFY that a copy of the forgoing Notice of Taking Deposition
Duces Tecum has been furnished by facsimile (850) 224-4359 and by U.S Mail to Mark
Herron, Esq., Messer, Caparello & Self, P.A., P.O. Box 15579, Tallahassee, FL 32317
and facsimile (407)571-1496 and by U.S. Mail to Wayne L. Helsby, Esq., Allen, Norton
& P;l)le, P.A., 1477 West Fairbanks Ave., Suite 100, Winter Park, Florida 32789, this

2%~ day of August, 2907 .

cc: Accurate Reporters
866-886-9728




STATE OF FLORIDA
DIVISION OF ADMINISTRATIVE HEARINGS

In re: Kevin Eugene Beary,
DOAH Case No. 07-1820EC .

Respondent, Complaint No. 05-105
/ : '
NOTICE OF TAKING DEPOSITION
DUCES TECUM
TO: Mark Herron, Esq. _ - Wayne L. Helsby, E'sq. _
Messer, Caparello & Self, P.A. Allen, Norton & Blue, P.A.°
Post Office Box 15579 1477 West Fairbanks Ave.
Tallahassee, FL. 32317 Suite 100 '

Winter Park, FL. 32789
PLEASE TAKE NOTICE that the undersigned attorney will take the deposition
of Chief Ricky Ricks, at the Office of Accurate Reporters,'ll}s East Robinson Street,

Suite 301, Orlando, Florida 32801, on August 23, 2007. at 12:30 p.m. upon oral

examination before a professional court reporter, a notary public, or any other officer
duly authorized by law to take depositions in the State of Florida.

The oral examination is being taken for the purpose of discovery, for use at é.
public hearing, or for such other purposes as are permitted under the applicable statueé
rules of court. |

The deponent is being directed to bring with him to the deposition docmnent?
which the witness has prepared or compiled regarding time spent working on the
development or training for the Homéland Security Comprehensive Assessment Model

(“HLS-CAM™). Also, the deponent has been asked to bring a list of HLS-CAM

assessments that have been completed for Orange County’s critical infrastructure.




[ i
Respectfully submitted this / ~ day of Angust, 2007.

JAMES . PETERSON, 11T
dvocate for the Florida

Commission on Ethics

Florida Bar No. 0473057

Office of Attorney General

The Capitol, PL-01

Talahassee, Florida 32399-1050

(850) 414-3300, Ext. 4702

CERTIFICATE OF SERVICE

I HEREBY CERTIFY that a copy of the Notice of Taking Deposition has been
furnished by facsimile (850) 224-4359 and by U.S. Mail to Mark Herron, Esq., Messer,
- Caparello & Self, P.A., P.O. Box 15579, Tallahassee, FL 32317 and facsimile (407) 571-
1496 and by U.S. Mail to Wayne L. Helsby, Esq., Allen, Norton & Blue, P.A., 1477 West
Fairbanks Ave., Suite 100, Winter Park, Florida 32789, this (Z day of August 2007.

Jaffes H.Pet

erson, 111

cc: Accurate Reporters via Volusia Reporting




STATE OF FLORIDA
DIVISION OF ADMINISTRATIVE HEARINGS

IN RE: KEVIN BEARY, Case No. 07-1820EC
FEC Complaint No. 05-105
Respondent.

MOTION FOR PROTECTIVE ORDER

Kevin Beary, by and through undersigned counsel, moves for the entry of
a protective order pursuant to Rule 28.106-206 Florida Administrative Code and
Rule 1.280(c), Florida Rules of Civil Procedure and in support thereof states:

1. The Advocate for the Florida Commission on Ethics has forwarded
the “Advocate’s First Request for Production of Documenté to Kevin Beary.” A
copy of the “Advocate’s First Request for Production of Documents to Kevin
Beary” is attached hereto as Exhibit “ A.”

2. The Advocate made handwritten revisions to the “Advocate’s First
Request for Production of Documents to Kevin Beary” by adding, as a document
requested to be produced: “All copies of HLS-CAM (the “Homeland Security
Comprehensive Assessment Model”), including the customized software
version.” A copy of the handwritten revisions filed in this proceeding is attached
hereto as Exhibit “B.”

3. Kevin Beary has asserted in the course of these proceedings that the

HLS-CAM is confidential and exempt from disclosure pursuant to Section



119.071(3), Florida Statutes. Kevin Beary has a duty and obligation to protect this

critical infrastructure assessment instrument from disclosure.

-ARGUMENT

In deciding whether a protective order is appropriate in a particular case,
the court must balance the competing interests that would be served by granting
discovery or by denying it. Alterra Healthcare Corp. v. Estate of Shelley, 827 So.2d
936, 945 (Fla. 2002)(citing North Miami General Hospital v. Royal Palm Beach Colony,
Ine., 397 So.Zd 1033, 1035 (Fla. 3d DCA 1981) and Dade County Medical Association
v. Hlis, 372 50.2d 117, 121 (Fla. 3d DCA 1979)).

There are several reasons why, in this case, a protective order should be
granted as to the requested documents. The first reason is that the HLS-CAM is
exempt from the Florida Public Records Law pursuant to Section 119.071(3),
Florida Statutes. Section 119.071(3}, Florida Statutes, provides in relevant part:

(3) Security.

(a) 1. As used in this paragraph, the term "security system plan
includes all:

a. Records, information, photographs, audio and visual
presentations, schematic diagrams, surveys, recommendations, or
consultations or portions thereof relating directly to the physical
security of the facility or revealing security systems;

b. Threat assessments conducted by any agency or any private
entity;

c. Threat response plans;

d. Emergency evacuation plans;
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e. Sheltering arrangements; or

f. Manuals for security personnel, emergency equipment, or
security training.

2. A security system plan or portion thereof for:

a. Any property owned by or leased to the state or any of its
political subdivisions; or

b. Any privately owned or leased property

held by an agency is confidential and exempt from s. 119.07(1) and
5. 24(a), Art. I of the State Constitution.

The HLS-CAM is a confidential “security system plan” as define.d in
Section 119.07(3)(a)1, Florida Statutes, and include: records, information relating
directly to the physical security of a facility or revealing security systems; threat
assessments conducted by an agency or a private entity; threat response plans;
and manuals for security personnel, emergency equipment, or security training.
‘Thus, any such documents are confidential and exempt from Florida Public
Records Law pursuant to Section 119.071(3), Florida Statutes.

The second reason that a protective order should be granted in this
instance is that the documents requested relate to confidential information that, if
disclosed, could be harmful to the public safety and welfare. The requested
documents, as set forth in the preceding paragraph, directly relate to public
safety matters and assessment of infrastructure critical to the public safety and
welfare. Making this information accessible could reduce the ability of local and

state entities to keep the citizenry safe and would allow any interested person to
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access information that would be helpful to planning a terrorist attack. If such
information were to be made public, it could be used by terrorists to enhance
their capabilities to cenduct terrorist activities and hamper the abilities of the
public and private sector to prevent such acts of terrorism.

Undersigned counsel and the Advocate for the Florida Commission on
Ethics have conferred about the instant motion and they have been unable to
reach an acc.eptable resolution of the issues presented by the sensitive
information referenced herein. However, no resolution has been reached.

WHEREFORE, for the foregoing reasons, Kevin Beary respectfully
requests the entry of an order protecting him from having to produce “falll
copies of HLS-CAM [the “Homeland Security Comprehensive Assessment
Model"], including the customized software version.”

Respectfully submitted on this 8% day of Octdber 2007 by:

—

Messex, Caparello & Self, P.A.
Florida Bar Number 0199737
Post Office Box 15579
Tallahassee, FL. 32317

Tel. No. (850) 222-0720

Fax. No. (850) 558-0659
mherron@lawfla.com

Wayne L. Helsby

Florida Bar No. 362492

Allen, Norton & Blue, P.A.

1477 West Fairbanks Ave. Ste. 100
Winter Park, Fiorida 32789
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(407) 571-2152
(407) 571-1496 Facsimile
whelsby@anblaw.com

Attorneys for Respondent

CERTIFICATE OF SERVICE

I HEREBY CERTIFY that a true and correct copy of the foregoing was
provided by United States Postal Service to James H. Peterson, IIl, Advocate for
the Commission on Ethics, Office of the Attorney General, Room PL-{01, The
Capitol, Tallahassee, FL 32399-1050, and a PDF copy was forwarded by email to
James H. Peterson, III, Advocate for the Cormmss on on Ethics, at the following
address: Pete.Peterson@myfloridalegal.com, on
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STATE OF FLORIDA
DIVISION OF ADMINISTRATIVE HEARINGS

In re: Kevio Eugene Beary,

‘ _ DOAH Case No. 07-1820EC
Respondent, Complaint No. 05-105

ADVOCATE’S FIRST REQUEST FOR
FRODUCTION OF DOCUMENTS TO KEVIN BEARY

Advocate, Florida Commission Ethics, by and mrouéh the uwndersigned counsel and
pursuant to Rule 1.350, Florida Civil Rules of Procedure, hereby requests that Respondent,
produce and permit the following for inspection and/or copying at the offices of the Attorney
General, 107 West Gaines Street, Tallahassee, Florida 32399-1050, within thirty (30) days of
receipt of such request.

INSTRUCTIONS

L In answering these requests, fumish all information available to you, including
information in the possession of your agents, employees, attorneys, investigators, and all others
from whom it may be obtained.

2. Regarding the terms defined herein, all terms used in the singular shall include the
plural, and afl terms used in the plural shali include the smgular.

3. . Whenever these requests seek information which is not available to you in the
form requested, but is available in another form or can be obtained elsewhere, so state and either
supply the data from which the infonmation requestad can be obtained.

4. Each request shouid be construed independently and not with reference to any
other request for pmposea of limitation, except where so designated specifically.

5. If any information sought by these requests is withheld because you clam that

EXHIBIT A
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such information is privileged, state the basis upon which any privilege is founded, and the
general subject matter of the information withheld.
DEFINITIONS

For the purposes of this First Request for Production of Documents, the terms set forth
herein shal] be-defined as follows:

6. As used herein, “Respondent,” “you,” or “your” shall mean the Respondent, or
any iteration thereof,

7. “Advocate,” refers to, without limitation, Florida Commission on Ethics.

8. “Document” means every writing or record of every type and description that is
or has been in your possession, custody, or control or of which you have knowledge, including,
but not limited to, comespondence, memoranda, tapes, stenographic or handwritten notes,
studies, publications, books, pamphlets, pictures, drawings and photographs, films, microfilms,
voice recordings, maps, reports, surveys, minutes or statistical compilations, or amy other
reported or graphic material in any form, including copics, drafis, and reproductions.
“Document™ also refers to any other data compilations from which information can be obtained,
and translated, if necessary, into reasonably usable form by you through computer or detection
device.

2. “Produce® means fo make available the documents requested herein for
inspection apd copying and copying and to separate such documents into categories set forth in
this request. If you decline to produce any documents requested hersinafier on the basis of any
privilege recognized by law, you shall, at the tims of production hergin designated, provide

Petitioner with the following written information as to each document:

® The title or other means of identification of cach said decument;




(b)

(c)

(d)

(€)

i

®

(b)

Sep 21 . 7 12:20

The type document (e.g. letter, memorandum, record, ete.);

The date of such document;

The author of each such document;

The recipient or recipienmts of each such doc;:xnenn including but ;'aot
linzited to complaint or anyone who purports to reﬁresent the complainant;
The present location of any and all copies of each such document in the
care, custody, or control of complainant;

The names and current addresses of any and all persons who have custody
ot control of each such document or copies thereof; and

If all copies of the document have been destroyed, the names and current
addresses of the person or persons authorizing the destruction of such

document and the date such document was destroyed.

10, If any document(s) described hersin has already been produced to Petitioner,

identify the corresponding requesi(s) to which such documenmy(s) relates.

11.  Terms used fn the singular shall be desmed to include the plural, and terms used

in the plural shall be deemed to include the singular.

12.  Uss of feminine pronouns shall be deemed to include the masculine and neuter,

and use of masculine pronouns shall be deemed to include the ferinine and neuter.

13.  “Case or Complaint™ refets to Complaint No. 05-108 previously filed with the

Commission on, Ethics.

14. *“QCSO" refers to the Orange County Sheriff’s Office,

15. “NDPCT" refers to the National Domestic Preparedness Coalition, Ing.




Sep 2% 7 12:20

DOCUNENTS TO BE PRODUCED

L. "All documents reviewed, referred to be identified in response to Advecate’s First
Set of Interrogatories,
2. All documents to be utilized or introduced at the final hearing in this matter.

3. Any document consulted prior to denying any numbered request in the Advocate's
First Request for Admissions contemporancously filed with this Request for Production, as
identified in interrogatory number 7 A and B of the Advocate's First Imm-ogatm-ies. to
Respondent, also contemporaneously served with this Request for Production.

4. Any document identified in Respondent's response to interrogatory number 6 in
the Advocate's First Interrogatories to Respondent.

5. All of your Federal and State tax returmns and tax return attachments and work
papers for years 2002, 2003, 2004, 2005 and 2006, for your personal taxes or taxes for any entity
in which yon held a 10% or greater ownership interest.

6. All documents of communication regarding HLS-CAM, its predecessor, or
NDPCL between you or the Orange County Sheriff's Office and any of the following (ncluding
representatives, officials or employees thereof):

the Florida Department of Law Enforcement (“FDLE") or any present or former

FDLE employee or official, including, but not {imited to, Mark Zedra, former Corumissioner
Tim Moore, Dr. Sewell, or others;

one or more of Florida’s Regional Domestic Security Task Forces (“RDSTF’s™),
including, but not iimited to, any co-chair thergof;

the United States Department of Defense (*DOD");
the United States Department of Homeland Security (“DHS™);
Defense Threat Reduction Agency (“DTRA™),

Ed Dore,
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Ken Glantz;

Ricky Ricks;

any other OCSO employees;

the University of West Virginia;

Dr. Julian Bailes;

the Was?: Virginia National Guard;

Col. James Hoyer;

Pete Brown, Jr.;

the Orange County Comptroller’s Office; or,

entities who adopted HLS-CAM or received HLS-CAM training,

5. | All documents reflecting OCSO resources used in the development or promotion
of HLS-CAM or its predecessor, including, but not limited to wages, salaries, compensation,
benefits, travel, transportation, accommmodations, telephones, office equipment and supplies
(including, computers, printers, fax machines and paper), office space, utilities, furnitre and
fixtures.

6. . Al documemis dstaﬂmg time you spent while being compensated by QCSO
which compensation was later reimbursed to OCSO by NDPCL

7. All documents detailing time Ken Glantz spent while being compensated by
OCSO which compensation was later reimbursed to OCSO by NDPCIL

8. All documents detailing ltime Ed Dore spent while being compensated by OCSO
which compensation was later reimbursed to QCSO by NDPCL

9. All doeuments detailing time Ricky Ricks spent while being compensated by

OCSC which compensation was later reimbursed to OCS0 by NDPCL
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10.  All documents detailing time OCSO employees {other than you, Ken Glantz, Ed
Dore or Ricky Ricks) spent while being compensated by OCSO which compensation was later
reimbursed to OCSO by NDPCI,

1. All documents evidencing your request(s) or directive(s) to OCSO officials,
employzes or contractors to keep records of time spent developing or working on matters related
to the HLS-CAM while being compensated by OCSO.

12. Al documents evidencing your requesi(s) or directive(s) to OCSO officials,
employees or contractors to keep records of time spent developing or working on matters related
to the HLS-CAM during off-duty hours.

13. Al OCSO policies, directives or procedures designed to accommedate the use or
training of HLS-CAM or interaction and/or cooperation with NDPCL

14, Docmn:nté reflecting all payments you received from NDPCIL

15.  Documents reflecting amonnts you have paid to NDPCL

16,  Documents reflecting your education, training or experience with terrorism or
infrastructure vulnerabitity assessments..

4
Respectfully submitted this Z/ day of September, 2007,

JAFES H. PETERSON, ITT

Advocate for the Florida Commission
on Ethics

Florida Bar No., 473057

Office of the Attorney General

The Capitol, PL-01

Tallahassee, FL 32399-1050

Tel. No. (850) 4143300, Ext. 3702

Fax. No. (850) 488-4872

pete.peterson@myfloridalegal.com
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CERTIFICATE OF SERVICE

I HERERY CERTIFY that a true and comrect copy hereof has been semt by HAND
DELIVERY to Merk Herron, Esq,, Messer, Caparello & Self, P.A. 2618 Centennial Place,
Tallahassee, FL 32308, and Wayne L. Helsby, Esq., Allen, Norton & Blee, ¢/o Mark Herron,

— /%
this 2 day of September, 2007.

Jarhes H. Peterson, I
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STATE OF FLORIDA
DIVISION OF ADMINISTRATIVE HEARINGS
In re: Kevin Beary, Complaint No. 05-105
Respondent. _ DOAH No. 07-1820EC
: !
NOTICE OF FILING

COMES NOW the Advocate and files the last page of the Advocate’s First Request for
Production, showing handwritten revisions to the Request {a new paragraph 17) provided to
Respondent’s counsel, Mark Herron on the day the origins} request was served by hand delivery,
Friday, September 21, 2007,

Respecifully submitted,

esH. Péterson, III

Advocate for the Florida Commission
on Ethics

Fiorida Bar No. 0473057

Office of the Attorney General

The Capitol, PL-01

Tallahassee, Florida 32399-1050
(850) 414-3300, Ext. 3702

CERTIFICATE OF SERVICE

| HERERY CERTIFY that a copy of the Notice of Filing has been furnished by
facsimile (850) 224-435% and by U.S. Mail to Mark Herron, Esq., Messer, Caparello & Self,
P.A., P.O. Box 15579, Tallahassee, FL. 32317 and facsimile (407) 571-1496 and by U.S. Mail to
Wayne L. Helsby, Esq., Allen, NW_& Blue, P.A., 1477 West Fairbanks Ave., Suite 100,
Winter Park, Florida 32789, this 27" _ day of Septerber 2007:

lyﬁsﬂﬁson, T

EXHIBIT B
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10,  All documents detailing time Dt;.‘.SO employees (other than you, Ken Glantz, .Ed
I.)ore‘ or Ricky Ricks) spent while being compensated by 0OCSO which compensation was lafer
reivabursed to OCSQ by NDECL

i1,  All documents svidencing your request(s) or directive(s) 0 OCSO officisls,
employees oF contractors to keep records of time spent developing of working on matters related
0 the HI.S-CAM while being compensated by OCSO.

12. Al documsnts evidencing your request(s) or directive{sj to OCSO officials,
employees or contractors to keep records of ime spent developing or worldng on metters related |
o the HLS-CAM during off-duty hours. |

13. Al OCSO policies, directives or procednres designed to accommodate the use or,
training of HLS-CAM or interaction and/or oooparahon with NDPCL

14,  Documents reflecting all payments you received from NDPCL

15. Domnnmm‘ reflecting amounts you have paid to NDPCL

| 16.  Documents reflecting your egducation, training OF experience with terrorism of

infeastructure vilnerabil . . .
v ﬁ//ﬁp&mﬁ%ﬂ%rﬁ?‘? pl cluctasy Pou sufprafirl s

. Vh .
Respectfully stibmitted this ’Z/ day of September, 2007. ‘& |
|

I g H. PETERSON, m

Advocate for the Florida Commission
on Ethics »

Florida Bar No. 473057

Orifice of the Attorney General

The Capitol, P1.-01

Tallahassee, FL. 32359-1050

Tel. No. (850) 414-3300, Ext. 3702

Fax. No. (350) 488-4872

gete.p_etersonm@og'dalegal.com




STATE OF FLORIDA
DIVISION OF ADMINISTRATIVE HEARINGS

IN RE: KEVIN BEARY, Case No. 07-1820EC

FEC Complaint No. 05-105
Respondent.

MOTION FOR PROTECTIVE ORDER

Kevin Beary, Sheriff of Orange County, by and through undersigned
counsel, moves for the entry of a protective order pursuant to Rule 28.106-206
Florida Administrative Code and Rule 1.280(c), Florida Rules of Civil Procedure
and in support thereof states:

1. | The Advocate for the Florida Commission on Ethics has deposed
Rickey Ricks. Rickey Ricks is a Chief with the Orange County Sheriff's Office.

2. The Notice of Taking Deposition Duces Tecum directed Rickey
Ricks to bring with him and produce at the deposition “a list of HLS-CAM
assessments that have been completed for Orange County’s critical
infrastructure.”

3. Production of the requested “list of HLS-CAM assessments that
have been completed for Orange County’s critical infrastructure” was deferred at
the deposition of Rickey Ricks, pending the efforts to resolve this issue. The
parties have been unable to successfully resolve this issue.

4. This requested information is an official record of that Orange

County Sheriff's Office and it is the position of Sheriff Beary that such a list is




exempt from disclosure under Florida's Public Records Act, pursuant to Section
119.071(3), Florida Statutes.

ARGUMENT

In deciding whether a protective order is appropriate in a particular case,
the court must balance the competing interests that would be served by granting
discovery or by denying it. Altefm Healthcare Corp. v. Estate of Shelley, 827 S50.2d
936, 945 (Fla. 2002)(citing North Miami General Hospital v. Royal Palm Beach Colony,
Inc., 397 So.2d 1033, 1035 (Fla. 3d DCA 1981) and Dade County Medical Association
v. Hlis, 372 So.2d 117,121 (Fla. 3d DCA 1979)).

There are several reasons why, in this case, a protective order should be
granted as to the requested documents. The first reason is that all documenfcs
referenced in the Notice of Taking Deposition Duces Tecum, and that would be
produced by Rickey Ricks, are exempt from the Florida Public Records Law
pursuant to Section 119.071(3), Florida Statutes. Section 119.071(3), Florida
Statutes, provides in relevant part:

(3) Security.

(a) 1. As used in this paragraph, the term "security system plan’
includes all: -

a. Records, information, photographs, audio and visual
presentations, schematic diagrams, surveys, recommendations, or
consultations or portions thereof relating directly to the physical
security of the facility or revealing security systems;

b. Threat assessments conducted by any agency or any private
entity;
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¢. Threat response plans;
d. Emergency evacuation plans;
e. Sheltering arrangements; or

f. Manuals for security personnel, emergency equipment, or
security training,.

2. A security system plan or portion thereof for:

a. Any property owned by or leased to the state or any of its
political subdivisions; or

b. Any privately owned or leased property

held by an agency is confidential and exempt from s. 119.07(1) and
s. 24(a}, Art. I of the State Constitution.

Any documents in the possession of Rickey Ricks relating to “a list of
HLS-CAM assessments that have been completed for Orange County’s critical
infrastructure” that may be responsive to the Notice of Taking Deposition Duces
Tecum - are conﬁdential ”security system plans” as defined in Section
119.07(3)(a)1, Florida Statutes, and include: records, information relating directly
to the physical security of a facility or revealing security systems; threat
assessments conducted by an agency or a private entity; threat response plans;
and manuals for security personnel, emergency equipment, or security fraining.
Thus, any such documents are confidential and exempt from Florida Public
Records Law pursuant to Section 119.071(3), Florida Statutes.

The second reason that a protective order should be granted in this

instance is that the documents referenced in the Notice of Taking Deposition
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Duces Tecum relate to confidential information that, if disclosed, could be
harmful to the public safety and welfare. The requested documents, as set forth
in the preceding paragraph, directly relate to public safety matters and
assessment of infrastructure critical to the public safety and welfare. Making this
information accessible could reduce the ability of local and state entities to keep
the citizenry safe and would allow any interested person to access information
that would be helpful to planning a terrorist attack. If such information were to
be made public, it could be used by terrorists to enhance their capabilities to
conduct terrorist activities and hamper the abilities of the public and private
sector to prevent such acts of terrorism.

Undersigned counsel and the Advocate for the Florida Commission on
Ethics have conferred about the instant motion and they have been unable to
reach an acceptable resolution of the issues presented by the sensitive
information referenced herein. However, no resolution has been reached.

WHEREFORE, for the foregoing reasons, Kevin Beary respectfully
requests the entry of an order iprotecting Rickey Ricks from having to produce “a
list of HLS-CAM assessments that have been completed for Orange County’s

critical infrastructure.”
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Respectfully submitted on this 8th day of October 2007 by:

Florida Ba¥f Number 0199737

Post Office Box 15579
Tallahassee, FL. 32317
Tel. No. (850) 222-0720
Fax. No. (850) 558-0659
mherron@lawfla.com

Wayne L. Helsby

Florida Bar No. 362492

Allen, Norton & Blue, P.A.

1477 West Fairbanks Ave. Ste. 100
Winter Park, Florida 32789

(407) 571-2152

(407) 571-1496 Facsimile
whelsby@anblaw.com

Attorneys for Respondent

CERTIFICATE OF SERVICE

I HEREBY CERTIFY that a true and correct copy of the foregoing was
provided by United States Postal Service to James H. Peterson, III, Advocate for
the Commission on Ethics, Office of the Attorney General, Room PL-01, The

Capitol, Tallahassee, FL 32399-1050, and a PDF ¢

y was forwarded by email to

James H. Peterson, III, Advocate for the Commissjon on Bthics, at the following

address: Pete.Peterson@myfloridalegal.com, on t

Page 5 0of 5

is 8th day &f October 2007.

(7, B
Matzk Heron




STATE OF FLORIDA
DIVISION OF ADMINISTRATIVE HEARINGS

IN RE: KEVIN BEARY, Case No. 07-1820EC
FEC Complaint No. 05-105
Respondent.

MOTION TO QUASH SUBPQENA DUCES TECUM

Kevin Beary, by and through undersigned counsel, moves for the entry of
an order pursuant to Rule 28.106-206 Florida Administrative Code and Rule
1.280(c), Florida Rules of Civil Procedure, quashing in part a subpoena duces
tecum issued to a third party in this action and, in support thereof, states:

1. The Advocate for the Florida Commission on Ethics has given
notice of his intent to take the deposition of Ken Glantz, “in his individual
capacity and as an officer or director of the National Domestic Preparedness
Coalition, Inc, (‘NDPCT')...” on November 9, 2007. A copy of the Notice of
Taking Deposition Duces Tecum directed to Mr. Glantz is attached hereto as
Exhibit “A.”

2. The Notice of Taking Deposition Duces Tecum directed that Mr.
Glantz bring with him to the deposition numerous documents, including

“[clopies of the Homeland Security Assessment Model (’}TLS-CAM’), including
all versions from its inception through August 21, 2007.”

3. Kevin Beary has asserted in the course of these proceedings that the

HLS-CAM is confidential and exempt from disciosure pursuant to Section




119.071(3), Florida Statutes. Kevin Beary has a duty and obligation to protect this
critical infrastructure assessment instrument from disclosure.

ARGUMENT

There are several reasons why, in this case, the motion to quash should be
granted as to the requested documents. The first reason is that the HLS-CAM is
exempt from the Florida Public Records Law pursuant to Section 119.071(3),
Florida Statutes. Section 119.071(3), Florida Statutes, provides in relevant part:

~ {3) Security.

(a) 1. As used in this paragraph, the term "security system plan'
includes all:

a. Records, information, photographs, audio and visual
presentations, schematic diagrams, surveys, recommendations, or
consultations or portions thereof relating directly to the physical
security of the facility or revealing security systems;

+ b. Threat assessments conducted by any agency or any private
entity;

¢. Threat response plans;
d. Emergency evacuation plans;
e. Sheltering arrangements; or

v f. Manuals for security personnel, emergency equipment, or
security training.

2. A security system plan or portion thereof for:

a. Any property owned by or leased to the state or any of its
political subdivisions; or

b. Any privately owned or leased property
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held by an agency is confidential and exempt from s. 119.07(1) and
s. 24(a), Art. ] of the State Constitution.

The HLS-CAM is a confidential “security system plan” as defined in
Section 119.07(3)(a)1, Florida Statutes, and include: records, information relating
directly to the physical security of a facility or revealing security systems; threat
assessments conducted by an agency or a private entity; threat response plans;
and manuals for security personnel, emergency equipment, or security training.
Thus, any such documents are confidential and exempt from Florida .Public
Records Law pursuant to Section 119.071(3), Florida Statutes.

The second reason that a protective order should be granted in this
instance is that the documents requested relate to confidential information that, if
disclosed, could be harmful to the public safety and welfare. The requested
documents, as set forth in the preceding paragraph, directly relate to public
safety matters and assessment of infrastructure critical to the public safety and
welfare. Making this information accessible could reduce the ability of local and
state entities to keep the citizenry safe and would allow any interested person to
access information that would be helpful to planning a terrorist attack. If such
information were to be made public, it could be used by terrorists to enhance
their capabilities to conduct terrorist activities and hamper the abilities of the
public and private sector to prevent such acts of terrorism.

Undersigned counsel and the Advocate for the Florida Commission on

Ethics have conferred about the instant motion and they have been unable to
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reach an acceptable resolution of the issues presented by the sensitive
information referenced herein. However, no resolution has been reached.
WHEREFORE, for the foregoing reasons, Kevin Beary respectfully
requests the entry of an order quashing that portion of the subpoena duces
tecum directed to Ken Glantz requiring that he to produce”[c]opies of the
Homeland Assessment Model (‘HLS-CAM'), including all versions from its

inception through August 21, 2007."

Respectfully submitted on this 19% day of Octpber 2007 by:

Herri)n

Messer, Caparello & Self, P.A.
Florida Bar Number 0199737
Post Office Box 15579
Tallahassee, FL 32317

Tel. No. (850) 222-0720

Fax. No. (850) 558-0659
mherron@lawfla.com

Wayne L. Helsby

Florida Bar No. 362492

Allen, Norton & Blue, P.A.

1477 West Fairbanks Ave. Ste. 100
Winter Park, Florida 32789

(407) 571-2152

(407) 571-1496 Facsimile
whelsby@anblaw.com

Attorneys for Respondent
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CERTIFICATE OF SERVICE

I HEREBY CERTIFY that a true and correct copy of the foregoing was
provided by United States Postal Service to James H. Peterson, III, Advocate for .
the Commission on Ethics, Office of the Attorney General, Room PL-01, The
Capitol, Tallahassee, FL. 32399-1050, to Denis Volkerson, Registered Agent for the
National Domestic Preparedness Coalition, Inc., 111 27 Avenue, Suite 900, St.
Petersburg, FL 33701, and to the National Domestic Preparedness Coalition, Inc,,
50 South County Commons, Suite E6, South Kingston, Rhode Island, 02879; and
that a PDF copy thereof was forwarded by email to James H. Peterson, III, at the
following address: Pete Peterson@myfloridalegal.comn on this 19t day of October
2007.
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STATE OF FLORIDA
DIVISION OF ADMINISTRATIVE HEARINGS

In re: Kevin Beary, DOAH CASE NO. 07-1820EC
Commission on Ethics No, 05-105
Respondent. '
/
ADVOCATE’ S RESPONSE

TO RESPONDENT’S MOTION TO QUASH

The Advocate for the Florida Commission on Ethics, pursuant to Rule 28-106.204,
Florida Admjmmatiﬁ Code, files this Response to Respondent’s Motionr to quash Advocate’s |
sought in the Advocate’s Subpeona Duces Tecum of witness Ken Glamz and in support hereof
states: |

The Advocate requests that'Advocate’s Response to Rcspondeﬁt’s Motion for Protective
Orders and Advocate’s Request for an Order with Guidelines fited on 10/19/07 be incorporated
as argument in response to the Respondent’s Motion to Quash Subpoena Duces Tecum.

WHEREFORE, the undersigned respectfully requests the ei;ltry of an Order by the
Administrative Law Judge in this case denying Respondent’s Motion to Quash Subpoena Duces
Tecum and providing Guidelines as requested in the Advocate’s Response to Respondent’s

Motions for Protective Orders and Advocate’s Request for an Order with Guidehnes filed on

10/19/07.




Yo _
Respectfully submitted this a‘? q day of October, 2007.

J . [0S ON, I
Ad oca e thr th Phorida Commlssmn

n E iCS
é Bar Nof
1ce of the Att

The Capitol, PL-01
Tallahassee, F1. 32399-1050

Tel. No. (850) 414-3300, Ext. 3702
Fax. No. (850) 488-4872

CERTIFICATE OF SERVICE :
I HEREBY CERTIFY that a copy of the forgoing was provided to Mark Herron, Messer,
Caparello & Self, P.A., Post Office Box 15579, Tallahassee, FL 32317 and Wayne L Helsby,
Allen, North & Blue, P.A., ¢/o Mark Herron by facsimile and U.S. Mail on this é{q day of

Qctober 2007. ﬂ jQ/K

i yPE RSON, I




STATE OF FLORIDA -
DIVISION OF ADMINISTRATIVE HEARINGS

In re: Kevin Beary, DOAH CASE NO. 07-1820EC
Commission on Ethics No. 05-105
., Respondent.

ADVOCATE’ S RESPONSE
TO RESPONDENT’S MOTIONS FOR PROTECTIVE ORDERS
| AND
ADVOCATE’S REQUEST FOR AN ORDER WITH GUIDELINES

The Advocate for the Florida Commission on Ethics, pursuant to Rule 28—106.204,
Florida Administrative Code, files this Response to Respondent’s Motions seeking protective
orders on documgnts sought in the Advocate’s First Request for Production of Documents to
Kevin Beary and the Advocate’s Notice of Taking Deposition Duces Tecum directed to chkéy
Ricks, and in support hereof states:

1. Respondent’s Motions for Protective Orders referenced above seek protective
orders from having to produce “[a]ll copies of HLS-CAM [the ‘Homeland Security
Comprehensive Assessment Model], including the customized software version” and from
having Rickey Ricks (in conjunction with a Subpoena Duces Tecum} produce “a list of HLS-
CAM assessments that have been completed for Orange County’s critical infrastructure,”
respectively.

2. Respondent has put the value, uniqueness and quality of the HLS-CAM at issue in
this case. Respondent’s Response to the Report of Investigation in this case claims that “HLS-
CAM was the first uniform model in the country to integrate and prioritize critical threat and
vulnerability assessments to prevent, deter, and respond specifically to terrorist attacks.”

Response to ROI, p. 4. Further, the Respondent’s Response to the Report of Investigation




asserts, “In fact, NDPCI prioritized and assessed over seven hundred assets in Orange County at
no charge, services valued at over $500,000. That Sheriff Beary’s purpose of making the public
safer is all but certain.” Response to ROIL p. 13. [Respondent’s Response to ROI is attached
under Tab 2 of the Advocate’s pending Motion to Strike or Dismiss Respondent’s Amended
Motion to Invalidate Agency Action Based on [an Alleged] Unpromulgated Rule filed in tpjs
action on July 30, 2007].

| 3. The undersigned has conferred with Respondent’s counsel, but attempts by
counsel for the parties to resolve these issues have been unsuccessful and Respondent’s counsel
opposes the relief sought herein.

4. As a reminder, this case is about Respondent’s alleged doing business with his
own agency, alleged contractual or employment conflicts, alleged misuse of office, and alleged
misuse of information, all related to the development and marketing of HLS-CAM at public
expense and Respondent’s relationship with and receipt of a $43,000 payment from National
Domestic Preparedness Coalition, Inc. (“NDPCI”) that copyrighted HLS-CAM while
Respondent was Sheriff of Orange County, co-chair of the Regional Domestic Security Task
Force for FDLE Region 5, and board member of NDPCL

5. Most materials sought from Respondent and Rickey Ricks are in the possession of
the Florida Department of Law Enforcement (“FDLE™). In fact, the automated version of the
HLS-CAM document that is most relevant to the issues in‘ this case is held by FDLE on its
computer system in Tallahassee.

6. The automated HL.S-CAM held by FDLE is the version it acquired from NDPCI
for uée: by “FDLE, the Florida Regional Domestic Security Task Forces and their partners, in

their efforts to improve the Florida’s critical infrastructure readiness and protection and to



~ conduct physical security audits and vulnerability assessments” pursuant to a contract originally
signed on March 8 and 9, 2004. A copy of the contract is attached hereto as Exhibit “A.”

7. Many of the assessments conducted using the automated HLS-CAM provided to
FDLE and the Regional Domestic Security Task Forces within the seven FDLE re gions are in an
FDLE database.

8. In retrospect, perhaps the undersigned Advocate should have sought the requested
documents and information from FDLE instead of Respondent and Rickey Ricks. However, the
fact that FDLE is another source (and probably a better source) for the documents and
information does not moot the need forr judicial oversight over the production of the documents
and information sought by the Advocate that are the subject of Respondent’s Motion for
Protective Orders.

9. FDLE has taken the position that review of the issues in this case should not be
hampered by the failure of one side or the other to provide relevant materials and has agreed to
provide the requested documents and materials as long as certain protections can be maintained.

10.  In particular, FDLE, through its General Counsel, Michael Ramage, has agreed to
aliow the Advocate and his expert, Thomas W. Carney, president of CAFM, Inc., to review the
automated HLS-CAM, HLS-CAM users and training materials and processes, and a
representative HLS-CAM assessment from Orange County from which identifying information
has been redacted, provided that the conﬁdentiality of the documents and information is
protected and that any proceedings in this case discussing specifics about the documents and
information be protected By in camera proceedings or other appropriate means approved by the

Administrative Law Judge. A copy of the letter from FDLE General Counsel Michael Ramage

outlining FDLE’s position is attached hereto as Exhibit “B.”




WHEREFORE, the undersigned respectfully requests the entry of an Order by the
Administrative Law Judge in this case on Respondent’s Motions for Protective Orders and this
Advocate’s Response with the following guidelines:

The Florida Department of Law Enforcement (“FDLE™) shall provide an
opportunity for Thomas W. Carney (Advocate’s expert) to come to FDLE
headquarters in Tallahassee and sit with an FDLE member familiar with the
operation of HLS-CAM at a computer terminal in which HLS-CAM is operative
and view the HLS-CAM automated assessment tool;

In conjunction with the FDLE representative, the operation of HLS-CAM will be
demonstrated, and the Advocate’s expert will have the ability to ask questions or
determine whether the automated HLS-CAM can perform certain functions;

Samples of assessments may be provided to the Advocate’s expert for review and
demonstration purposes, but may have identifying information deleted to maintain
the overall security of the facility that is the subject of the assessment;

Determination whether and to what extent actual assessment material will be
provided for viewing by the Advocate’s expert remains at FDLE’s discretion;

The Advocate’s expert will not be provided the underlying details of how the
database is constructed, “code” revealing the functionality of the database, or any
information that would place FDLE in violation of its obligation to the HLS-CAM
copyright holder to protect the underlying computer code and structure resulting
in the operational product known as HLS-CAM;

Tn effect, the Advocate’s expert will be allowed to see HLS-CAM in operation as
it would be viewed by any person using HLS-CAM to conduct an assessment;

The Advocate’s expert will be allowed to view, but not copy, HLS-CAM user and
training materials;

A determination of whether individual computer “screen shots” can be duplicated
for the Advocate’s expert to carry away from FDLE will be made on a case-by-
case basis, with the FDLE representative’s decision being final;

A small sampling of actual assessments may be provided for viewing by the
Advocate’s expert at FDLE'’s option;

If actual assessments of facilities in Florida are viewed, they will not be available
for copying unless approved by FDLE and unless identifying information can be
edited in a way to not jeopardize the security of the information contained in the
assessment itself.




The Advocate’s expert shall not reveal to third parties outside the subject
litigation any sensitive information he may come across during his review of the
HLS-CAM system. The Advocate’s expert shall sign a nondisclosure agreement
with FDLE prior to viewing any HLS-CAM materials or the system in operation.

In short, FDLE shail allow the Advocate’s expert to view the HLS-CAM
automated system in operation as it would be utilized by someone conducting an
assessment with the system, but will not be allowed to retain confidential or
security-sensitive information related to actual sites in Florida or actual
assessments performed.

Further, the methodology utilized by HLS-CAM is considered sensitive
information by FDLE and any discerned information regarding that methodology
shall be held in confidence by the Advocate’s expert, to be revealed only in the
context of the litigation at hand. The expert shall sign a nondisclosure agreement
with FDLE that allows him to discuss his observations with the Advocate, and to
not reveal them in any other context or forum other than in the actual litigation of
this matter as structured by this Order.

If any information or materials that have been revealed to the Advocate’s expert
by FDLE under the terms of this Order must be discussed n the actual litigation
and are claimed by FDLE to be sensitive or confidential or exempt from public
records, such information or materials shall be subject to review in camera by the
Administrative Law Judge prior to disclosure. Thereafter, if the Administrative
Law Judge determines that such information or materials are confidential or
subject to a public records exemption, the proceedings, whether at the final
hearing or deposition, shall be closed to the public and only revealed to the
Administrative Law Judge, the parties to the litigation, counsel to the parties, and
the parties designated experts as approved by the Administrative Law Judge, and
they shall all maintain the confidentiality and prevent disclosure of such
information and materials to the public. Unless such protections are in place, the
parties and their counsel shall not inquire into those areas in these proceedings.

7 y%
Respectfully submitted this / ;/ day of October, 2007,

TAMES H. PETERSON, ITI

Advocate for the Florida Commission - -
on Ethics

Florida Bar No. 473057

Office of the Attorney General

The Capitol, PL-01

Tallahassee, FL 32399-1050 -

Tel. No. (850) 414-3300, Ext. 3702

Fax. No. (850) 488-4872




CERTIFICATE OF SERVICE
I HEREBY CERTIFY that a copy of the forgoing was provided to Mark Herron, Messer,
Caparello & Self, P.A., Post Office Box 15579, Tallahassee, FL 32317 and Wayne L. Helsby,
Allen, North & Blue, P.A., ¢/o Mark Herron by HAND DELIVERY on this /5" é”day of

Qctober 2007. W

JANES H. PETERSON, ITI







FDLE Contract #C9520A

CONTRACT FOR SERVICES & PRODUCT LICENSE
State of Florida . ] ] '
Cmmty of Leon . -

THIS CONTRACT is made by and bctween the following, collectwely referred to as the “Parties” herein:
The Florida Department of Law Enforcement, (hereafter referred to as “FDLE” or the “Department”), an agency
of the State of Florida, with its principal office located at 2331 Phillips Road (Post Office Box 1489), Tallahassee,
Florida, 32308 (32302), and the Naticnal Domestic Preparedness Coalition, Ine., (hcrcaﬂer referred to as the
“Contractor”, the “Cuntracbng Party”, or “NDPCT”), a Florida non-profit corporation, with its principat office
located at 604 Courtland Street, Suite 145 Orlando, Flotida 32804

WHEREAS the Contractor, responding to the need for a uniform, efficient and accurate method of
performing threat, criticality, and vulnerability assessments, developed the Homeland Security Comprehensive
Assessment Model (HLS-CAM™), which the Contractor represents to be the.first uniform model to mtegmte and
prioritize eritical threat a.nd vilnerability asscssments to prevent, deter and respond to terrorist attacks;

: WHEREAS to enhance Himely availability, effectiveness, mtcropcrablhty and muln-dmcnsmnal use of .
I-ILS—C.*&MT M, the Contractor worked with its-subcontractor, Intelliorg, Inc. (inteHiorg), to autdrmate the HLS-

CAM™ model through advanced technelogies, resultmg in the produetion of the Automated HLS-CAM™ system, 2~ ~

system to which Intelliorg, Inc., helds an exclusive contract from NDPCI to automate the HLS-CAM™
mcthodology and to create derivatives thereof; .

WHEREAS the Florida Depar!mznt"of Law Enforcement (FDLE) is reqmred by Florida Statutes to

" coordinate the ongoing assessment of Florida®s security vulnershilities, including assessments of pubhcly owned

and leased buildings, as well as critical infrastructures, and recommendations forsecmty “best practices”, as part of
Florida’s domesHc security strategy; - . .

" WHEREAS, the. Contractor and its sabeontractor, Intelliorg, Inc., desire to make the. HLS-CAM"“ and®
Automated HLS-CAI\«P" methodology and system available to FDLE, the Florida Regional Domeistic Security Task.
Forces and their partners, in their efforts to improve the Florida's critical mfraslructurc rea.dme.ss and protectmn and

. to conduct physical security audits a.nd vulncrabﬂlty assessments

WHEREAS, the FDLE recognizes the value of using the HI.S CAM™ methodology and the Automated
HLS-CAM™ system and their vulaerability assessments, and requires the creation of 2 Florida Critical =~
Infrastmcture Database (FCIDB) which will integrate a customized version of the Automated. HLS-CAM™ with

_ FDLE’s existing demestic security and counter-terrorism database, “ThreatNet”, and other critical infrastructure

components whnch are owned and operated by FDLE and i 1ts domestic security paxmcrs and

. WHEREAS, the relaaonshm between the Deparlmcnt Emd the Contractor wﬂ] be’ mutually bencficial o -
cach other and the citizens-of Florida; and :

WHEREAS pursuant to ch151at1vc authonty, the Florida Pubhc Scrv:cc Commission, a State agency, _
prov:dcd funding te FDLE for domestic security purposes, and such finding has been identified as an appropriate

'sonrcc for the pu:chasa of the contractudl services and license contemptated by the Parties in this Contract

" NOW TBEREFDBE in censxderanon of thcse Ppremises, terms and condﬂmns sct forth heretn, the Parhcs
agree i to the following:

1. The Contractor agrees to perform services.and prowde dchverablcs pursuant to the terms of this Contract

2. FDLE agrees to pay the Centractor for services rcndered and dehverables provxded by Contract pursuant to the
terms of this Contract.




[
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FDLE Contract #C9520A

Addendum A to this Contract, also referred to as “Exhibit 17, is attached hereto and incorparated herein by
reference. The provisions of said addendum shall be controlling notwithstanding any ether provision of the
Coniract. . - .

Addcndum B to this Cbntra.ct, NDPCI’s Proposal for Creétion of the Florida Critical Infrastructure Database

and the Customization, Deployment and Maintenance of “Automated HLS-CAM™ (hereafter called

“Proposal™, is attached hereto and incorporated herein by reference.

The Centractor has subcontracted with Intelliorg, Inc., which is the exclusive service provider of HLS-CA®M™
autymation and related technology development; to assist the Contractor in the provision-of services and
deliversbles to FDLE required of the Contractor in this Contract. However, the Contractar aprees that it is
solely responsible for the provision of services and deliversbles required by this Contract and that it shall

require the subcontractor to comply with the terms of this Contract.

The Contractor warrants that, in con.,s.iders_xtion of its ahove-referenced subcontract with Intelliorg, Inc.,
Intelliorg, Inc., has authorized and granted full legal rights te the Contractor to provide the licensed use of the
deliverables required by this Contract to FDLE, the Florida Regional Domestic Sequrity Task Forces and their .

pariners, pursuant to the terms of this Contract. = =~ . .

The Contractor shall indemnify and save harmless FDLE from liability of any. nature or kind, including cost .
and expenses for or on account of any claim by a third party that the services or deliverables vsed by the Parties

".or provided to FDLE pursuant to this Contract vielate a copyrighted, patented, or impatented invention, process
. or article. Further, if such claim is made or is pending, the Contractor may, at its option and expense, procure
- for FDLE the right to continue use of, replace or modify the article to reader it noninfringing. :

The Centractor znd FDLE agree that ownetship and rights to use, reproduce, modify, and distribute the

completed Florida Critical Infrastructure Database and Automated HLS-CAM™ and the related products and

ntaterials are to be in accordance with the terms set fo;En in Section C.1.4 of the Proposal cnliﬂed, “Tatellectaal
Property.” . . RN ' '
The Contractor shall perform the services and provide the defiverables requir-f.;.d pursuant to this Contractin a -

good, workmanlike manner, and in accerdance with the requirements of this Contract and related product
documentation. The Contractor agress to correct any defects in workmanship in defiverables and

-documentation for & period of ene year from the-date of Final Project Acceptance by FDLE, as defined in the

Contract. ‘The Contractor agrees to correct such defects, unless the defects are caused by ch_an'ges to the .
deployed final system thade or caused by FDLE which are not approved by the Centractor. '

As required by iaw, the Contracter shall take out and majnmjﬁ during the -lifc'o-f this agreement, Workers’ "
Compensation Insurance for all of his employees connected with the work of this project and, in case any work
is sublet, the Contractor shall require the subcontractor similarly to provide Workers’ Compensation Insurance °

- for all of the [atter’s employees unless such employees are covered by the protection afforded by the contractor.

11

Such insurance shall comply fully with the Florida Workers® Compensation law. In case any class of

" employees engaged in hazardous work under this contract at the site of the preject is not protected under the

Workers® Compensation statute, the Contractor, as fequired by law, shall provide, and cause each sub-
contractor to provide, adequate insurance, satisfactory to the Purchaser, for the protection of his employees not

_otherwise protected. The Centractor rnust submit a Certificate of Insurance indicating worker’s compensation

insurance coverage. - .

The Contractor at all 'Tj'mcs, agrees to indémmify, save free, and I:ioldihamﬂess FDLE and its agents and
employees and assigns from all costs, loss, damage, liahility, expense, claim, demand, judgments, courts costs’
and attorney’s fees, which may arise from or be claimed against the FDLE by any person(s) for amy injuries or

" death or damage to property, or damage of whatever kind or character consequent'upon or arising from any

neglect or fault of the Contractor or its subcontractor(s), to comply with all laws, statutes, mles and regulations
of the State of Florida and the United States of America, now or thereafter in force, or to comply with the terms

i




12,

13.

14,

15,
' funds from this Contract for the purpose of lobbying the Legisiature, the judicial branch; or a state agency.

16.
17.
©18.

19.

.20,
- - Lt Ken Glantz, Program Manager.

21

. The Contractor agrees to disclose the name of an}; officer, directur',_'-ur agent who is also an emriployee of the

FDLE Contract #C9520A

of this contract; and if suits or proceedings shall be brought against FDLE, or its agents or eirlpidyecs, that the

Contractot, upon request of FDLE, shall defend the same and will pay whateverjudgment(s), including

_ attomeys’ fees, which may be obtained against FDLE, its agents and/or empioyees.

The Contractor warrants that, to the best of Contractor’s knewledge, there is no action, shit, proceeding, inquiry
ot investigation at law or equity, before or by a cowt, governmental agency, public Board or body, pending or,
 the best of the Confractor’s knowledge, threatened which would in any way prohibit, restrain-or enjoin the
execution or delivery of the Centractor’s obligations or diminish the contractor’s obligations er diminish the
Contractor’s financial ability to perform the terms of this Contract. During the term of this Contract, if any of
the afore-mentioned events occur, the Contractor must iremediately notify FDLE, Office -of Géneral Counsel, of
same in writing. . . - S : . Co -

The Contractor agrees not te divalge any information exempt from the Publc Records Law, Chapter 119,
Florida Statutes, which it may obtain in the course of performing this Contract, without the express written
permission of FDLE. Each party may have access to confidential information made available by the-other.
Each patty agrees to protect such confidential information in the same manner as it protects its own confidential

- information of like kind. Disclosure of any confidential information received by the State of Florida will be

governed by ihe provisions of the Fioridz Public Regords Act, Chapter119, Florida Statutes.

The Contractor shall maintain such records and accounts, including financial records, as are deemed necessary
to assure a proper billing procedure is followed. These records will be made available upon request for audit
purposes to FDLE. Such records must be maintained by Contractor for 2 period of not less than three (3) years
following termination of the Contract. . - e - )

Pursuant to 216.347, F.S., the Contractor, its emplayees, officers, and subcontractors, may not i:xpend any

No Contractor advertising or promotion is allowed unless the Conifractor receives prior written permission from
FDLE. The Contractor shall not use FDLE's name er any other identifyimg marks or property for advertising or -

" promotional purposes unless the Contractor receives prior written approval from FDLE.

The Contractor shall maintain good standing as a Florida corporation, authorized to transact business pu;rsuant
to the laws ef this State and any other applicable law, 4nd shall ensure that all subcontractors of the Contractor
assisting in the provision of services or deliverables pursuant to this Contact comply with this provision.’

Any dispute between partiés hereto shall be r;‘:il'crred 10 the Exccu.tivc Director of FDLE for resolution, before

. pursuing other relief.

Rerquirements of this Contract relating to copyright and trademark protection, public records, warranty of
services and deliverables, and confidentiality, shall continue afier termination of this agreement, unless
_otherwise stated herein. :

The Coﬁu-act Manager for FDLE shall be Chief of Invéstigations Mark Zadra, and for the Contractor shall be -

This contract shall bind the successors, subcontractors, assigns and legal representatives of the Contracting -
Party and of any iegal entity that succeeds ta the obligations of FDLE. : g '

State of Florida, or any of its agencies. In addition, the Contractor also agrees to supply the name of any State
employee, or recently employed State employee who owns, directly or indirectly, an interest of five percent
(3%) or miore in the Contractor, . e e :
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23. This Contract and its Addendums contain all the terms and conditions agreed upon by the parties. No oral
agreements or representations shall be valid or binding upon FDLE or the Contractor, unless expressly
contained herein or by a written amendment to this Contract. .' B

WEEREFORY, the Parfies hercto sign below, acknowledging that they have read, understand, and agree to all the
terms of this Contract, and they have the full legal authority to sign on behalf of and to bind their respective entities. L

PREPAREDNESS FLORIDA DEPAR OF LAW

Date

| . . ‘TERKY’}END/(‘:‘I Gcncxal_Se?/icesAdminismor .
Loteid 5 20 o Bl

A
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ADDENDUM A
(EXHIBIT 1)
to

CONTRACT FOR SERVICES & PRODUCT LICENSE .
(FDLE Contract #C9520A) . ’

State of Florida
County of Leon

THIS ADDENDUM is tade by and between the following, collectively referred to as the “Parties™ herein: The
Florida Department of Law Enforcement, (hereafter referred to as “FDLE” or the “Department™), in agency of the State of
Florida, with its principal office Jocated at 2331 Phillips Road (Post Office Box 1489), Tallahasses, Florida, 32308 (32302}, and
the National Pomestic Preparedness Coslition, Inc., (hereafter teferred to as the “Contractor™, the “Contracting Party”, or
“NDPCI"), a Florida non-profit corpoeation, with its principal office located at 604 Courtland Street, Suite 145, Orlando, Florida
32804, and is attached to and incorperated by reference in the above-referenced Contract for Services & Product License.

NOW THEREFORE, in consideration of these premises, terms-and conditions sat forth herein, the Parties agree to
the following: . . o . . o .- ’

The following provisions added to, or deléted from, the contract shafl be included as a part of the attached contract, and shall be
conrrolling notwithstanding any other provision of the contract. Contracting Party, as used herein, inclides one or more parties,
and means contractor, consuliant, licensor, or other pasty contracting or entering into an agreement with the Flerida Department
of Law Enforcemient (hereinafter "the Department”) g5 the case may be. - : Co )

1. There shail be no automatic renewal of this contract.
2. . This contract shall ferminate after each party hereto has performed its obligations hereunder, znd in any event, not Jater
than one (1) yesr from the date of Final Project Agceptance 25 defined in this Contract, without prier notice to each,
party hereto. : : ' .

The Contractor agrees to complete all services and provide all deliverables required by this Centract and pursuant to
the tertns of this Contract to FDLE before’S p.m. on July 31, 2004, with thé exception of the year of Maintenance & -
Customer Support which shall begin on the date of Final Project Acceptance s described in this Contract. If the
Contractor does not meat the July 31, 2004, deadline due to the fault of the Contractor, its employees, officers, or
subcontractors, FDLE shall have the option to, at any time, teeminate or extend the Contract. Pursuant fo Section )
987.057(13), Floridz Statutes (2003}, an extension of a contract for contractual services shail not exceed six (6) months
and shall be subject to the same terms and conditions set forth in the initial contract, and there shall be only one (1}

" extension of 3 contract unless the failure to meet the requirements for completion of the coniract is due to events
beyond the control of the contracter. - ' .

The perpetual right (license) ta use the customized product porchased by F’ijE'pursua.ut to this Contract shall be
continual and without further cost to FDLE, with the limitations specified in Addendum B, Proposal, Section C. Terms -
and Conditions. . ' : : .- L.

Contracts procured on an emergency or single source basis may not be renewed. This Centract was procurr,d ona -
single source basis. : 2 : - :

3. The Canr.raﬁ:tin_g Party shall be an indépcndcnt comtractor, and not the agent or servant of the Deparﬁnent and shall not
be entitled to any benefits granted employess of the Statc of Florida. Suck Contracting Party shall have complete
supervision and control ever its own subcontractors, agents, servants and employees. .

4, In the performance of such services, the Cantracting Party agrees not to discriminate against any. employee or applicant
for emnployment on grounds of race, creed, color, sex, age, national origin, or disability. . '

5. The Department shall not be deemed to 2ssume any liability for the acts, omissions 1o act and negligence of the
Contracting Party, its agents, subcontractors, servants and employees; nor shall the Contracting Party exclnde lability
for its own negligence to the Department or any third party, except as allowed by law and agreed to by the Department.
The Department is without authority to indemmify or hold hacmless the Contracting Party. -
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The Department is self-insured far its torts to the extent provided in Section 768.28, Florida Statutes, to cover bodily
injury, death and property damage arising as a consequence of the acts and omissions to act of its officers,

. subcontractors, empleyees, and agents. The Department is without authority to insure the contracting party in any

way.

it is mutually understood and agreed that any commmmications, promises, represa‘nmhions or agreements, not included
in writing in this contract, shall not be binding upon any party and that the contract may not be altered, medified or

‘otherwise changed at any umc except with the written consent of each of the patties bereto,

The Contracting Party shall not assign or transfer any sight, duty or interest in this contract witheut prior written

~ approval by the Department. oo

A matters, whether sonmdiﬁg m tort or contract, relating to the validity, construction, interpretation, performance and
enforcement of this contract shall be determiined by the laws of the State of Florida. Any dispute concerning this

_contract will be brought in the Florida State Court System and venued in Leon County Florida.

“The State of Fiorida's performance and obligation to pay under this contract is contingent upon an annual appropriation

by the Legislature, -

" Contracting Party represents fhat jt and its subcontractor(s) who will be participating in the pﬁommm and .
. completion of this Cantract have to the best of the Contracting Party’s knowledge complied with all spplicable laws

and regulations of the State of Florida and of the City and County in which it does business and performs this contract.

Change of address, as well as, any Sther hotice(s) required by this contract shall be delivered o the Degiartment of Law
Enfore ¢ for the attention of the Office of General Services. Post Office Box 148% Tallahassee. Flopda, 32302 and

to the Contracting Party for the attention of Lt, Kepneth Glantz, Propram Manager, Naiignal Domestic Preparedness
) i $ ite 145, Orlande, Floridz 32804, :

Any provisien of this contract in violation of the laws of the State of Florida shall be ineffective to the extent of such
violation, without invalidating the remaining provisions of this contract. - '

" If either party shall fail to keep any agreements hereunder, the other party by giving the party in defanlt written notice,

may cancel and terminate this contract 30°days sfter such notice is deposited by Certified Mail, Requtn' Receipt

‘Requested, in the United States mail or deposited with a private carrier express rail service, If the Department
" terminates this contract for failure to perform or other breach, or if the Contracting Party temmiriates for reasons ather

than failure to perforth or other breach, the Department will not be responsibie for costs ot noncanceliable ebligations,
for which the Department has not received-s commensurate benefit, and the Department will have no obligation to pay
for work not accepted by the Department. If the Department terminates this contract for reasans other than failure to

. perform or other breach, or if the Contracting Party terminates this contract for failure to perform or other breach, the -

Contracting party will be compensated for all reasonable costs incurred, including noncancsliablé obligations, through
the date of termination. . i -

If this conmactincindes maintenance ot support services for which the Department pays in advanee, in'the event the
system or systems for which maintenance or suppott is contracted become ingperative or unable to perfarm any
essentia! fimction 2s determined by the Department for 2 period of 24 consecutive hoiws of more by reason of the
Contracting Party’s failute to maintain or support such systern or systems as required by the centract, then the

. Department shail be endtled to a credit against any future maintenance or support payment, o a refund, at the .
. Department’s option, of 2 pro rata portjon of the maintenance or support fee paid for the period in which such fajhure

pecwrred.

It is further understood and agreed that no employee of the Dep;rtment who exercises atry fimctions or responsibilities
in connections with the planning and implementation of this project shall have any personal finaneial interest, direct or -
indirect, in_this contract, o L

-

The State of Florida cannot make depu'sits or péy for gobds and/or services in advance unless approved under majes™ -
issued by the Comptrolier of Florida. Therefore, payments by the Department covering goods and /or services will be
duc and payable within 30 days after the receipt of 2 proper invoice and actnal receipt of goods and/or services. The
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Dcf:arhncnl is not anthorized to pay'to Contracting Party any deposit for services to be rendered or equipment to be
purchased in the future, . ’ :

The Contracting Party recognizes that the State of Florida, by virme of its sovereigﬁry, is not required to pay any taxes
on the services and/or goods or equipment purchases 2¢ an incident to such service.

* Unless authorized by law and agreed to in writing, the Department shall not be liable 1o pay attorney fees, interest, late

charges and service fees and/or costs of collection, - _ _ :

This contract may be cancéled by the Department upon gi\;ing 30 days written notice by Certified Mail, Retorn Receipt

_ Requested or by private carrier express mail service. .

All invoices or bills for fees, or other compensation for services, or expenses shall be submitted with reasonable detal
for 2 proper preaudit and postaudit thereof, to comply with Section 287.058(1)(a), Florida Statues. Whenever this
contract is terminated with or without cause, all amounts due shall be pro-rated. The Contractor shall send the

invoice(s) for such services and deliverables to; Flérida_ Department of Law Enforcempent, Office of Finance and

Accountin, st Office Box 1489 2331 Phillips Road, Tallahassee, Florida 32302,

Al bills for any travel expenses that are anthorized by Section 112.061, Florida Statues, shall be submitted and paid in

" accordance with the rates specified in Section 112.061, Flonida Statutes, governing payments by the State for travel-

expenses,

Payment shall be made in accordance with Section 215 422, Florida Statnes, which states the Contractor's rigﬁts and

the Department's responsibilities concerning interest penalties and time limits for payment of invoices. A Vendor
Ombudsman has been estzblished within the Department of Banking and Finance. The duties of this individual iniclude
acting as ap advocats for vendors who may be experiencing problems in obtaining timely payment(s) from a state
agency. The Vender Otnbhdsman may be contacted at 850/410-3724 or by calling the automated system at 85(/413-
7269. ’ e : ‘ ’

No delay or omission to exercise auy right, power or remedy accruing to either party upon breach or default by either
party under this contract, shall impair any such right, power or remedy of either party; nor shall such delay or omission
be construed as 2 waiver of any such breach. of default, or any similar breach or default thereafter occurring; ftor shall
any watver of single breach or default be deemed a waiver of any subsequent breach or default. Al waivers must bein
wiiting. ) o . . )
Whenever notice is Tequired to be given by Certified Mail, Return Receipt Requested or private carrier express mail ’
service, it shall be deemed to have beén given on the date shown on the return receipt, or date of actual delivery,
whichever is carlier. : ' '
This conitract shall be effective when signed by the Contracting Party and the Department. Whers the effective date of
this contract is different from the actual receipt and acceptance of the goods and/or services contracted for, the later
date will be used to mark the contract performance period. - ) B

This contract shall bind the succcs:sors, subcontractors, assigns and legal répm;cntatiites of the Contracting Party and

" of apy legal entity that succeeds to the obligations of the Department. -

This contract shall be unilaterally canceled by the Déparhnéut for refusal to allow puﬁlic access to aH documents,
papers, letters or other material subject to the provisions of Chapter 119, Florida Statntes, and made or received in

conjunction with the contract. .
A person or affiliate ' who has heen placed on the convicted vender list following a éonviction for a public entity ciime
may not submi 2 bid, propesal or reply on 4 contrdct to provide any goods or services to a public entity, may not
submit a bid, proposal or reply on'a contract with a public entity for the construction ot repair-of a public building or -
public work, may not submit bids, proposals or replies on Jeases of real property to a public eptity, may not be awarded
or perform work as a contractor, supplier, subcontractor, or consultant under a contract with any public entity, and may
niot transact husiness with any public entity in excess of the threshold amount provided in Section 287017, for
CATEGORY TWO for a peried of 36 months from the date of being placed on the convicted vendor list.

As required by Section 287.134, Florida Statutes, an entity or affiliate which has been placed on the discriminatory
vendor list may not submit a bid, propasal or reply ona confract te provide any goods or services to a public entity,
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may not submit a bid, proposal or reply on a contract with a public entity for the constraction or repair of 2 public
building or public work, may not submit bids, proposals or replies on, leases of #eal property to a public eatity, may not
be awagded or perform work 2s a contractor, supplier, $subcontrctor, or consultant ander confract with any public
entity, and may not transact business with any public entity.

- 3L The Department shall consider the employment by any contractor of unauthorized aliens a violation of section 274(e) .
" of the Immigration and Nationalization Act. Such violation sha.il be canse forunilateral cancellation of this centract.

-32, The Dcpanment s Contract Manager for this contract shatl be Mark Zadrs, Chief of Investigations, Qffice of Statewide
Intelligence. -

33..  The performance of additional work or the incursion of additional expense by the Contracting Party beyond that
ol expressly authorized in the written contract document will not be aceepted or approved for payment by the Department -
unless previously authorized in a written amendment to the contract si gncd by the Dr:pamnsnt's Program/R.egional
Contract Manager. :

34. Whenever nccassmted by lagtimate concern for reasonable security precaunans gs determined by the Department and
© without regard to the identity of any individual, the Depariment will mquuc the Contracting Party(ies) andfox
employees and subcontracters af the Contracting Party(ies) w sabmit ta, and successfully pass, an appropriate security: -
- background investigation prior to being allowed access to any of the Department's facilities to perform those services
as set forth in this contract,

'ITle addrtiunal terms indicated in #35 and #36 are applicable if the attanhed contract pertains to equipment maintenance: -

35, No Tepairs, rcplacemcnts of parts or cqmpment that will result in extra chargcs net covered by this contract shail be
performed by the Contracting Party without first submitting a written estimate of cost of same, and securing written
approval fom the Departrhent. -

36. In the event any machine or equipment is subsequent!y purchnsed, the typc of which is covercd by th:s contract, such

machine or equipment may, at the Departmcnts discretion, be added to this contract at the established rate and under.
the same terms and conditions. Any machine or equipment covered by this contractmay, at the Department’s

- discretion, be deleted therefrom and the compensation contracted for propomunawly reduccd at anytzmc provided 30
days written notice is gwcn to thc Contracung Party.

WHEREFORE, the Pames heretn sign belaw acknowledging that they.have read, understand and agree to all the
terms of this Coefitract, and they have the full’ Iegal authority to sign on behalf of and to bind their respective entities.

TIC PREPAREDNESS | FLORIDA DEPARTMENT OF LAW
' ENFORGEMENT. '

: KENKTH GLHIZ Secretary . ) . JERRY I-EEZN;B@?, General Servj,és Administrator

/2 f 2oodf j/?/-ﬂté/' _ @

'NATIONAL DOM]

Date R Date
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ADDENDUM B
to
CONTRACT FOR SERVICES & PRODUCT LICENSE
(FDLE Contract #C9520A)

s . Proposal for the Customization, Deployment and
Maintenance of :
“Automated HL.S-CAM™”
Creation of the
-Florida Critical
Infrastructure
Database

Submitted to:

. Phil Ramer ...

Director of Statéwide inteliigence

Florida Department of Law Enforcement (FDLE)
: 2331 Phillips Road

Tallahassee FL 32308

‘For the. Natmna! Domestic Preparedness Coalition (NDPCI) :
Lt. Kenneth Glantz

~ Program Manager

National: Domest:c Preparedness Coalition
) 604 Courtland Street, Suite 145 -

- Orfando, FL 32804

. Rey‘.'Déte: :
" March B, 2004 .

Distrlbut:on of this proposal or lts contents is sub;ect to Terms and Conditions Section of this
proposal.
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March 8, 2004

Phil: Ramer : . ,
Director of Statewide Intelligence :
Florida Department of Law Enforcement {FDLE}
2331 Phillips Road T
Tallahassee, FL 32308

Dear Mr Ramer;

Piease find enclosed a proposal addressing the creation of the Florida Critical Infrastructure
Database and the customization; deployment and maintenance of Auvtomated HLS-CAM™, a system
‘that autornates the Homeland Security Comprehensive Assessment Model (HLS-CAM), including the . -
vuinerability Assessment portion of this methodology. ' N :

The ‘National Domestic Preparedness Coalition (NDPCI) has been working with Infelliorg, tnc. (intelliorg)
during the paist year to produce the Automated HLS-CAM™ system based on the HLS-CAM methodology
created by NDPCL. " Intelliorg holds an exclusive contract from NDPCI to automate such methodology and
. create derivatives.thereof. The Automated HLS-CAM™ system has already been créated. Therefore, this

. proposal addrésses the customization, deployment and maintenance of the HLS-CAM™ system in
conjunction with the creation of the Florida Critical Infrastructure Database. NDPC! will oversee this
process, and as such, it will be the primary point of contact to FDLE for this contract. .

Specific efforts proposed consist of creating the Florida Critical Infrastructuré Database and custamizing;

" deploying and supporting the existing Automated HLS-CAM™ system to meet FDLE's objectives for HLS-
. CAM methodology implementation. The specific focus of our technical effort is addressed in Section A,
'the Technical Secfion of the concept paper, under the “Statement of Work" (SOW) heading. Section B,
the “Cost and Pricing” section; addresses the fee breakdown. Section C, the “Terms and Conditions”
section, addresses particular conditions applicable to our business relationship, and incorporates FDLE's:
Exhibit 1. This section ircludes an Acceptance Form that must be signed by an FDLE authorized
representative to enable the project start date. For easy document reference and navigation, references
and the Table of Contents are “hyper linked” toand throughout the document..

. Please feel free to contact me with your perspectives regarding the enclosed proposal. Our goal is to .
* -defiver a valuable solution to you and to tailor our services to your needs and stated budget as much as
possible. We look forwaid to supporting FDLE in this critical mission. " o -

* National Domestic Preparedness Coalition (NDPCI)

L5
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Proposal Automated HLS-CAM™ . . _ S Page 11
Customization, Deployment and Maintenance S : :
Creation of the Florida Critical Infrastructure Database. -

Table of C-oﬁtents

TOPIC | o o . PAGE
A.  Technical Section - | o S .
B. .Co.stfl.’ricing'Section ' _ | ) _ | L - xx.m
C. _.Terms am:l Conditions L N : o C xxiii
Appéndix A. Exhibit 1 .- o | ' | . 1
..Appendjxx B. ﬁélevagt Biographies - _ - ‘ xxviii

_Distriblhion of this proposai ar its. contents is subject ta Terns and-Conditiens Section of this proposal.




FDLE Contract #C95204.

A, Technical S.ec.fion -

A.l. Background and General Objectives

September 11, 2001 and the subsequent threats and use of weapons of mass destruction against the U.S.
authenticated the need to reevaluate our nation’s security capabilities. Responding to ‘the need for a
uniform, efficient and accurate method of performing threat, criticality, and vulnefability assessments,
the- National Domestic Preparedness Coalition, Inc. (NDPCI) developed. the Homeland Security
Comprehensive Assessment Model (HLS-CAM™). The HLS-CAM™ is the first uniform model to .
integrate and prioritize crifical threat and vulnerability assessments to prevent, deter and respond to
teirorist attacks. The timely use and application of the HLS-CAM™ becomes increasingly critical in . -
light of the imminent terrorist threats. : ' ' :

To enharice HLS-CAM™ timely availability, effectiveness, interoperability and multi-dimensionat use, . -
NDPCI hias worked with Intelliorg, Inc. (Intelliorg), a subcontrdctor, for the past year to define baseline
requiremients to automate the HLS-CAM model through advanced technologies. The resulting effort is
the Automated HLS-CAM™ system, which has been completed. ' '

Thé: Florida Department of Law Enforcement (FDLE) recogrizes the value of using Automated HLS-
CAM™ and its vulperability assessment, and it is therefore seeking to make this system available for use
by FDLE, the Florida Regional Domestic Security Task Forces and their partners. FDLE’s plan calls
for the creation of the Florida Critical Infrastructure Database (F CIDB) which will integrate a
customized version of the Automated HLS-CAM™ with the existing domestic security and counter-
- terrorism database “ThreatNet™ and other..critical -infrastructure components which are owned and
-operated by FDLE and its domestic security partners.- C : '

. 'fhis_groposai describes the creation of the FCIDB and the customization, -deployment and maintenance
of the Automated HLS-CAM™ system to enable the implementation of the HLS-CAM methodology
created by NDPCL The Statement of Work (SOW) section below addresses the FCIDB and - the

Automated HLS-CAM™ tool in more detail. Performance Timeframe and Deliverables are addressed in )

. Section A.3. Section A4 discusses the Technical Competence to property fulfill the project. SectionB -
of this proposal addresses Cost/Pricing structure for the proposed efforts. S .

A2, 'Ge'ne'rﬁl Summary
RLS-CAM™ Methodology

The NDPCI HLS-CAM™ methodology is a working ﬁlbd_rﬂ to be ised by those organizations chﬁrgcd
with protecting citizens, facilities, and infrastructire from terrorism and hostile criminal activity. ‘

Depicted in Figure Al, the HLS-CAM™ p'm_céss involves five steps:

~ 1. The Threat Assessment determines the likelihood that, given the curreat intelligence or designated
~ federal, state, .or Tocal threat levels, a specific target will be subject to terrorist or hostile criminal - .
attack. - T ' T ’ ' ' . :
. 2. The Criticality Assessment determines the overall impact of a terrorist 2ttack on a given target.
3. The M/D-SHARPP matrix is used to analyze criminal and/or terrorist targets that have ‘been
identified through the Cornmunity Threat Assessment and Criticality Assessment.

) Distributign of this proposal ar its eontents is subject to Terms and Condiltions Sectien of this praposal.’
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4. The Community Priority Assessment Plan is derived from the Criticality Assessment and the M/D-
SHARPP Matrix and is used to determine the order of priority for the vulnerability assessment of
critical facilities; infrastructure, and events as identified during the Community Threat Assessment.

5. The Vulnerability Assessment provides security” observations to unveil facility security

vulnerabilities.
HL S-CAM Process
I :l'h_reat ;
Assessment
Vulnerabliity [ ,f;’f::;'i,"m
Assessmeant S LT

MO-SHARPP

Community Priority ‘ i
. Matrix

Assessment Plan

The NDPCI HLS-CAM™ process is implémentqd thrdugh the above five steps, 'by eqﬂgcﬁﬁg and
. analyzing information in pre-defined format to yield actionable intelligence to enable the necessary
‘analysis and decision making to prevent, deter and respond to disasters, including terrorist acts.

Florida’s Critical Infrastructure Readiness -

Following the tragic events of September 11, 200! the State of Florida undertook an ir;uneﬂiate

assessment of the State’s capability to prevent, mitigate and respond to. 2 terrorist attack. Inciuded
within the assessment results were 26 major recommendations, which became the basis for the State’s
original domestic security strategy. Primary among them were efforts to improve the State’s critical . -
infrastructure readiness and protection and the undertaking of physical security audits and valnerability

agsessments. FDLE by law is specifically charged with -coordinating the efforts i the ongoing .

assessment of Florida’s vulnerabilities including vulnerability assessinents of publicly owned and leased
buildings, as well as critical infrastructure, with recommendations for security “best practices.” The
term critical in this context refers to the likelihood that potentiak threat elernents may target & facility
and that 2 successful attack will have a significant effect in either Joss or disruption of life. Specific
security assessments of a building or facility owned by z private entity were also authotized upon
request of that entity. - : : ‘ - T I

Because of the large number of sites defined by the term buildings and ‘facilities owned.or leased by
 state agencies or local govermments, a means to identify and prioritize the most critical sites was sought
by the Repgional Domestic Sécurity Task Forces- (RDSTFs). It was also. desired to identify a -

methodology that would ensure consistency in application and altow for the resulting information to be
entered into the statewide Domestic Security and Counter Terrorism Database or ThreatNet. Detailing
the critical infrastructure facility information within ThreatNet allows for integration and correlation of .

Distribution of tﬁis_proposal or its contents is subject to. Terms and Conditions Section of this p_ropbsal. ) . .
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generated and collected intelligence regarding threats and suspicious and/or surveﬂ!ance activities
. associated with the specific infrastructure. '

FDLE’S Ofﬁcc of Statewrdc Intelligence (OSD) in conjunction with the RDSTFs examined- several
emerging methodologies for assessing critical infrastructure and identified and selected the Homeland
Security Comprehensive Assessment Model (HLS CAM"‘) “created by the - Natronal Domcstlc

Preparedness Coalmon (NDPCI) . .

) Creahon of the Flunda Critical Infrastructure Database - ' o
The overall plan for Critical Infrastructufe Asséssment within the state is : the creation of the Flonda. _
Domestic Security Infrastructure Database (FCIDB). The FCIDB will incorporate 2 customized version
of the automated HL.S-CAM™ methodology, allowing utilization of field techrology (i.e., tablet PCs)
for assessment completion, the existing Terrorism Protection Manual and Protective Measures Ditabase .
and an interface to ThreatNet. Essentizlly, the RDSTFs will wtilize the injtial four stages of the HLS-

.CAM™ assessment tool (Threat, Cntlcahty, M/D-SHARPP and Community Priority) to identify and

prioritize those critical infrastructures (both public amd private -within the identified Critical .

Infrastructure Sectors previously identified). Utilizing the results’ of the various assessments, the -
RDSTFs will begin on-site vulaérability assessments of the “Critical of the Criticals” (those identified
as priority via the initial four steps) The RDSTFs utilizing multiple disciplines and partners will
conduct the field assessment and collect information utilizing the automated HLS-CAM™ tool in.
conjunction with 2 field device such ‘as a tablet pc. The collected information will then be uploaded
directly to the FCIDB and subsequently to ThreatNat through a data m-terface built as part of this
contract,

- The other pubhc and private infrastructures identified via the I—ES-CAM'"‘ asgessments but not assessed '
" on-site by the RDSTF, will be invited to participate in self- assessments. After providing the required
profile information, which will be loaded into the FCIDB and ThreatNet, the entity will be able to
utilize the automated assessment form, which can be downloaded from the FCIDB via a provided user
- name and password. Upon completion, the entity will have the option of sharing the resuits of their -
assessment with the RDSTFs. In addition to the HI.S-CAM™ automated form, the- entities will also’
have the option of utilizing two' other non-automated assessment tools. (already developed) that are
" purposefully not as comprehensive in methodology or assessment.. Realizing that not all publicly owned |
buildings and facilities meet the designated critical infrastructure sectors; and that the RDSTFs are not
able to physically assess all structures, FDLE's Office of Domestic- Security in ‘conjunction with a
_ vendor created the Terrorism Protection Manual and Protective Measures Database: These instruments
, provxde 2 basis for decisions by ldcal governments, state agencies, and private entities to conduct, at a
minimum, a sclf-assessment of risk, and, given a known national threat level, to determine measures

recommended for the protection of the facilities.. Although non-autornated, these nstruments will be .

mcorporated inte the FCIDB within a resource library and available to local jurisdictions and state
© _agencies upon mvrtanon via the FCIDB system as part of the customization reqmrements of this
contract. : .

- Distribution of this praposal ar its cantents is subject to Terms and Cenditions Section of this propasat.
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A3, Statement of Wurk

The basic concept is summanzed below mcludmg charactenshc featares for cnhanced functionality mhercnt .
to the existing Awtomated HLS-CAM“" systemn and the creation of the Florida -Critical Infrasn'ucture .
Database - . .

. A 3.1. Ch»ractenstw Functmnahg{ of Automated HLS CAM“" and Florida Cnucal In:ﬁ'asu'ucmre
| . Datahase

A3.11 Accesszbzizty and Pan‘abz!:ty Acce.s's "Anywhere Anytime”
a) . Accessible via Intranet and Interriet -
b) Accessible via field technology, such as Tablet systems : :
¢) Portable as-a stand-alone, able to upload and downlead forms for work on 12 PC or
stand-alone system without being connected to a central Automated HLS-CAM™
system (Sync capabilities) . '
d) Access can be further enhanced with advanced tcchnology (optmnal additional upon
77 request), e.g.,
e Voice recogmncm
- »  Image recognition
» Global Positioning System (GPS) interfacing for real-nme image uploadmg af
| maps.

A3.1.2 Enhancea' Decision .S'uppart and USer B nendlmess
a) Menu Driven [nterface and Automated Help. Advanced software design features
“walk” user through methodology and provide added mformaﬁon to help ensure prnper .
use of the tool and enhanced decision support. e.g., :
- ‘User interface through visual map or drop down menus
"« Access to applicable régulatory guidelines, such as hazardous matenais or
fencing requirements (e.g., FM119). (Other mauuals or references prowded as
optional modules, upon request) :
b) Individual Analysis/Nested Approach. Facilities belongmg to larger complexes can
. be analyzed independently, while still being related to the larger udit or complex. e.g.,
" multiplé-building complexes, such as universities or airports, can be broken down into
smaller units for optimal analyms and still be related to the main complex to whrch they
belong :

A 3.1 3. Reusability, Camparzbzh!y and Secuhgv

a) Reusable. Information entered into the database by FDLE the Flonda Regmnal
Domestic Security Task Forces and their partners does not fall within any restzictions -
within this contract on the use of the customized version of the Automated HLS-CAM -
or the Florida Critical Infrastructure Database Such mfonnanon can be reused by said
entitiés for other applications. )
. Informatlon in database can be fed into dlfferentfmulﬂplc reports for other . N

apphcauons such as contact lists, priority lists, facility lists, reference lists, etc.

+  The Database can be queried for other purposes

b) Campatlble The Automated HLS-CAM™ system can interface with other (mtemzl)
systems and databases, in addition to ability to “Sync” with Tablet and other field
devices.

Distribution u_f this proposal or its contents is subject to Terms and Conditiens Section of this preposal.
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" ¢) TUpgradable. The Automated HLS- CAM” system will be dy'na:mc and is dcszgned to

- function with other/new Automated HLS-CAM™ knowledge modules that will
_ enhanice existing decision-support. ¢.g., reference regulatory guidelines,

.'d) Security. The systern will be protected by built-in security access levels, passwords and
security framework internal fo the Automated HLS-CAM, its customized version, and
the Florida Critical Infrastructure Database. FDLE is res;:onsfble to maintain the
secunty af its servers and systems A

A3.2. Technolog;es Emplaxcd

" The Automated HLS CAM™ system and Florida Critical Infrastructure Database des:lgns empley

technologies-consistent with the desired features described above.

4321 User Interface Technologze.s' . ’ ) S
a) Digital Media and information visualization technologms enhance the user ’s ability to
interface with the tool. Benefits include: _
* « Enhanced user-friendly navigation
= Allows for seamless systern integration with mﬂu-agency databases dod systems
= Provides enhanced visual interface
Provides enhanced scalability
Provides enhanced da-tabase access

~A.3.2.2 Suppomng technology architecture:
a) SQL Architecture (robust and scalable, yet cost effective) ‘
" b) Alternative: Oracle technology is available in place of/in addition to SQL technology for an
" additional fee. However, this technolngy may not be as cost effective as SQL '

" Distribution of this propasal or its contents Is subject to Terms and Cenditions Section of this proposal, -
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A4 Tasks, Timeline and Deliverables for Automated HLS-CAM™ Customization, Deployment and
Mamtenance and the Creation of the Florida Critical Infrastructure Datahase

Fi gure A2, below shows ‘the pro;ect’s performance timeline representmg the work breakdown and.
correlating the tasks, milestones and deliverables for the first three months of the project. The
mainteriance and support aspect of this project will last until one (1) year after the Automated HLS-
CAM™ system is customized and deployed to the client site and mcorporated with the created Florida
Cntmal Infrastructure Database.

A4.]. Tasks and Deliverabies -
The tasks to perform this project (and deliverables associate'd with them) are as follows: -

441l Creation and Customzzanon Requzrements Analysis for the project; Del:w.mble— g
; requirements document and demonstration. - (This task is estimated to take 2-4 weeks) -
. Requirements Analysis A deliverable’ = First twelve hours of JAD Sessioris completed as
" described below; Reqmrements Anaiysz.s' B deliverable = All other requirements noted
below in this section. -
_a} * . This task comsists of sufficient Joint Application Design (JAD) Sessions durmg
T whxch discussions and meetings of identified subject matter experts and client designated
personnel are held to further define tool customization, deployment and support fe.aiurcs
and training requirements that wounld add value to users.
b) Once the Customization Requirements Analysis is complcted a Requirements -
Analysis Docurent will be created and a demonstration will be provided to the client to -
ensure the tool customization and deployment will rneet client specifications.

A412 Custamzzanan and Deployment (Thz.s' task is estimated. to take 4-6 weeks); Delwemble- :
Customized Automated HLS-CAM™system, including the portable version thereof, and
creation of the Florida Critical Infrastructure Database, including the data mterface with
the Automated HLS-CAM™ system and the interface with ThreatNei. -

a) This task will ensure that the Automated HLS-CAM™’s user interface is FDLE—
customized to system specifications (e. g.; the tool's user interface and the knowledge
strucmre is consistent ‘with customer requirements).

b) “This task includes the development of the Florida Cntlcal Infrastmcmre Database

c) . This task includes the customization of the portable version of the Automated HLS- .
CAM™. This portable version will be able to interface with the main Automated HILS-
CAM™ system and the Florida Critical Infrastruéture Database. .

“dy ©* This task includes the development of a data interface to transfer data from the
Florida Critical Infrastrucmre Database to ThreatNet o

A4l 3 Test and Vahdaz‘zon (Th:s rask is esnmated to take 4 waeicv r.md will continue for 30 days
after the “Go Live" Stage described below)
a). - . During this task, the customized Autorpated HLS-CAM™ system and Flonda
Critical Infrastructure Database will be tested and validated to mieet requuements zmalysm
b) - . 'This process will continue 30 days after the tool 15 deployed and “goes live™ t
" ensure suecessful operation.
c) " Test results will be shared by and between the Contractor and FDLE.

Distribution of thig proposal or its contents is subject to Terms and Condiions Section of this propesal.
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A 4.14. Trazmrzg, Techmcal Manual, and User Guide

a) .  Inpreparation for the tool to “go live” the client receives: :
.. Training (Train the Trainer and User) for tool use and maintenarice (specific -
requirements pursuant to the above-reference Requirements Analysis)
. Technical Manual and User Guide
A4.13.Go sze
a) . When the Automated HLS-CAMT M system is customized: and deployed, the Florida
Cntu:al Infrastructure Database is created, it is ready to “Go live.™ At thls point, it can he
used by the client.
b} Testing and vahdatmn to support the Antomated I—ILS-C.AI\JI"‘l system and’ Flonda
- Critical Infrastructure Database will continue for 30 days after it “goes live.
c) Final Pm] ect Acceptance will occur only after the Contractor’s completion of all

. of the above-required services and provision of related deliverables, including this Go Live
- service and its above-specified testing and validation period, and FDLE’s acceptancc of said
services and dehvcrables

A.4.16. Mazntenance Customer and Technical Suppart
a} NDPCI will provide customer support and maintenance of the Automated HLS-
" CAM™ system and Florida Critical Infrastructure Database hosted by FDLE om its
servers for one (1) year after Final Project Acceptance;-pursuant to the terms as
y described herein; at no additional cost to FDLE. i -
o b) | Maintenanee and customer and technical support including a dedlc&te.d chent .

: “hotline™ and onsite assistance will be provided. - -
c) - All support calls will be first addressed at the regienal Ievel by tra.med Regxonal

Domestic Security Task Force members. If the issue cannot be resolved at this-level it -
“will be elevated to FDLE support personnel in Tallahassee. If the issue cannotbe -
- resolved at this level, one of three FDLE members will call the Centractor for .. .
assistance..
d) ~ In the event that the support members in Tallahassae are, unavaﬂable each of the
seven regions will have one member that can optionally call the Contractor.
e) The names and contact numbers of the three Tallahassee support fembers and
’ seven regional support members will be . provided to the Contractor at Finat PI'O]CC-t
~ Acceptance.
i The services to be provided bythe Contractor shall be performed only durmg the hours
.0f9:00 am. through 5:00 p.m., Eastem Standard Time, Monday through Frday, .-
'(excludmg State holidays). - . .

- -A.4.2. Status Meenng

2) All'deliverables will be examined and approved by the FDLE demgnated pames )
b) Status meetings will occur bi-weekly, or as needed, with designated parties. This confinuous
. communication and interaction will ensure that the Automated HLS-CAM™ custommatmn and
deployment process and creation Df the Florida Cnfical Inﬁ'astrucrure Database meets FDLE’
expectations. ‘

A 4.3. Acceptance Criteria

>

a) chmrements Amnalysis Document
The Requirements Analysis Document must be complete and delivered to FDLE for approval
_»  The requirements in the Requirements Analysis Document must be documented with
* sufficient specificity to ensure an adequate blueprint for the system. '

Distribution of this proposal or its contents is subject 1o Terms and Conditions Section of this proposal.
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* The Requuements Analysis Document must be cnmprahenswe to the scope of the pro_]ect.
- b) Florida Domestic Security Infrastructure Database (FCIDB)
"« A database schema must be provided to FDLE for acceptance. -

+ The database security, constraints, penmssmns and nommalization must comply with the
agreed design from the proposed JAD session.

c)  Acceptance Criteria Document : :

o . After the Requirements Analysis Document is delivered to FDLE, an Acceptance
Criteria Document will be created by FDLE based én the estabhshed and agreed upon
requirements.

This decument will be nsed by FDLE as a too} for Final PrDjECt Acceptance _ ‘
¢ This Acceptanca Criteria Document will be incorporated into thls contract as a wntten
amendment signed by both parties. -
d) Security -

» System password policies must meet 0t exceed FDLE’s passwmd pohcy, to be provxded

- diring the proposed JAD session. :

" Distribution of this proposal or its centents is subject to Terms and Conditians Section of ihls propasal.
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A.5. Technical Competence .

AS5.1. . Cogm' ang‘ Hlstgy and Past Pérfonn:ancé

Nat@onal Domestic Preparedness Coalition

The ‘National Domestic Preparednesé Coalition, Inc. (NDPCI) is a non-profit, puhﬁc/private

partnership, whose leadership includes the West Virginia University School of Medicine and the
Orenge County Sheriff"s Office, Orange County, Florida, among others. - T

NDPCI created the HLS-CAM™ methodology after recognizing the need for federal, state, county,
local and- private organiizations charged with protecting citizens, facilities, and infrastructure from
terrorism and hostile criminal activity, to have a uniform, comprehensive, and holistic method of -
performing assessments. - NDPCI is working closely with other law enforcement organizations, such

as the Florida Regional Task Force for Domestic Security, the Florida Department of Law
Enforcement (FDLE), other state and local governments, such as Pennsylvania and West Virginia,

- and’ academic. institutions; such as the University of West Virginia, to ensure timely and proper .

HLS-CAM process training and application at a national fevel. - : :

NDPCI has ufilized Fatelliorg, Inc. (Intelliorg) as its subcontractor to develop and support the
Autornated HLS-CAM™ system because the company is well equipped to meet the pirpose,

" objective and scope of this project, as shown in the subsequént sections. Not only has Inteliiorg:-
‘been workifig with NDPCI during the HLS-CAM methodology devclopment, but the company
conceptualized the HI.S-CAM automation to. enhance the methodology application and information
sharing. Intelliorg’s technical qualiﬁc:}ﬁons’i'éélﬂt from the compauny’s history, resowrces and past -

-performance, backed up by a unique level of experience and skill that the professionals assigned to
this project possess. o ) -

Intelliorg’s technical expertise is augmented by the company’s level of investment in automating

. HLS-CAM during the past year, which includes their own technical, apalytical and fmancial =
'investment, as well as being ‘selected by NDPCI as the exclusive service provider for HLS-CAM
antomation and related technology development. ' } o

o Intelliorg, Inc. (http://www.intelliorg.net) (Subcontractor)

Cmpomré Background

Tnteltiorg, Inc. is woman- and Hispanic-owned small business founded in Jine 2001 in Orlando,
Florida, USA. The company focuses on technology and security and specializes in information
pattern recognition, biometrics, information secusity, risk analysisfcrisis management, modeling and
simulation and related services to enbance decision support. Qur markets include homeland security,
defense, law enforcement, hiealth, law and financial, among others. -

. Intelliorg is-committed to commuﬁity service and exists to create products and ;s.arvices that male
" .societal contributions. The company has been honored with a 2003 ITFlorida award for Government
Technology Leadership and with a 2003 Don Quijote Award for Small Business of the Year.

-Inte]l.ior'g is certified as a Minority Business Enterprise (MBE) by the State of Florida, asa _
HUBZone by the Small Business Administration (SBA) and itis ctirrently pursuing its SBA 8(a)
- certification. Intelliorg is also 2 client of the University of Central Florida Technology Incubator. -

Digtributian of this proposal or ils contents is subject to Terms and Conditions Section of this proposal. '
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" .Core Corﬁpetenciés )

Security, Intelliorg’s security division delivers products and services to address needs in the areas
of homeland security, business continuity/disaster recovery, information protection, threat and
vulnerability analysis, risk analysis, and penetration testing, among other aréas.

* Information Technolegy. Intelliorg’s IT division enhances and supports other Intelliorg divisions
with necessary technology solitions. It alse provides information technology solutions to clients in
the areas of web-desipn, programining, database architecture, network afchitecture and

infrastructure, system integration and information security. In addition, Intelliorg has created
“Intelliorg Interactive™™, a division focusing on high-quality web-development; computer -
graphics, interactive and creative design, - : _ :
Quality Assurance. IntelHorg’s Quality Assurance practice provides QA services in a diversity of
. areas, including: Assessments, Business Process Improvement, TQM Programs, Testing, Computer
Systems and Software Validation & Verification, Audit Readiness programs, as well as Corporate
and Regulatory Compliance throughout various industries and across all technologzes. '

Research and Development Focuses on the Technology Transfer of intelligent techriologies that
enhance information pattern recognition and information analysis, visualization and dissemination.
Some of these advanced technologies involve cognitive systems, artificial intelligence and modeling
and simulation. Intelliorg has agreements with Universities and other parties to promoté and

~ commercialize selected technologies. -

Training and Education. Intelliorg offers training in diverse m, including security, threat and
vulnerability assessment training. We also offer training for our products and create customized
training for our clients in a diversity of areas. I : '

Professional Services. Intelliorg provides govermnment and commercial clients with services that
complement its technology offerings. For example, under its Security Practice, the company’s .
consulting offerings extend to OPSEC or security solutions directed to unveiling potential threats
and organizational vulnerabilities and creating mechanisms to eliminate them, strengthening its
clients’ critical business and technical infrastructure. ‘ )
Our Vision ' ’

“Through advanced technology solutions and services, Intelliorg, Inc. transforms data into
intelligence to enhance critical decision-making in information-intensive environmnents.

We are committed to social responsibility_through_technblogy and services that help people make
better decisions, faster, accurately and efficiently.” '

General Operation and Expertise '

Intelliorg’s success is brought by highly qualified and reliable employees, subcontractors and
- consultants engaged on projects based on the gkill required. The senior members of Intelliorg have
over 20 years of combined experience in engineering, technology, seience, legal, regulatory, policy
and creative design. : ’

" Ethics and Corporate Responsibility _
* - Intelliorg not only abides by legal frmﬁeworks, but also by ethical codes. We are sensitive to our
 client’s objectives and privacy. We arc also committed to community values.

. Iﬁielliarg’s Project Team. Intellioré’s ‘President & CEQ is Yasmin Tirado-Chiodini. She is
" supported by a competent team of business professionals and a technical team of computer analysts,

_Distribution of this praposal o its contents is subject fo Tesms and Conditions Section of this propesal.
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' programmers and senior scxennsts Intelllorg s'technical team is sk:tlle:d in apphcatlons architecture,
systems integration, digital media, modeling and simulation, semantic modeling, computer irmage
recogaition, computer forensms/mn'uswn detection, cognitive systems, mtelhgent systems, among - .
" others. ) .

To customize and deploy Automated HLS CAM™, I_ntcllmrg has selected a team led by a program
- liaison, a program manager, and computer systems analysts. The team will be supported by
additional Intelliorg developers, technical writers, tramers computér engineers, customer service
parsonnel and sbject matter experts, as. needed :

Program Liaison— Yasmin Tlrado-Chmdml _
Program Manager — Mark Crandall

The NDPCI team will work hand—m-ha.nd with Intelliorg to enable a successful pro;ect. Team .
Bmgraphles are attached in Appendu B for your mfonnatzon

Distribution of this proposal or its contents is subject io Terms and Conditions Section of this proposal.
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B. Cost/Pricing Section

B.1. Cost/Pricing Section

Our budget br_eakdowﬂ for this project is summarized on Table B1 below. ‘This breakdown is ‘l.aased on
experience and history of previous contracts and industry standards. The costs are identified as follows:

Cost Breakdown and Terms

A. Contractor ~ ~ T o L
(1) The Florida Critical Infrastructure Database and the FDLE version of Automated HLS-CAM™ will be
cieated, customnized, deployed, and maintained as destribed in this proposal and per the Terms and
Conditions in this proposal, for the listed fee: . . _ ‘
(2) Recurring costs within the first year of use are included in the listed total fee. Traning and support will
" be provided during the first year of use. Additional services not contracted for herein can be provided
for the listed rates and shall be'added to this contract in fhe form of an amendment agreed to and signed ..
by both parties prior to the services being rendered. o o

(3) A yearly option for maintenance of the system version herein is offered for application after Year 1 ends.
This option may be purchased in advance. Thereafter it may be revised for inflation costs.

" B. Florida Department of Law Enforcement : . . . .

(1) The.Automated HLS-CAM™ system and Florida Criticai Infrastructure Database ‘will be hosted by
FOLE on its servers, due to the sensitivity of the information.that will reside in the system. The-
Contracior will facilitate the installation of the such.system and database -on FDLE’s servérs in
conjunction with FDLE pursuant to the Customization Requirements Analysis. L o
(a)  FDLE will have appropriate computer system resources and persomnel to host the Florida

Critical Infrastructure Database and Automated HLS-CAM™ system during the term of this
confract. - e T © . . -

The Contractor will provide .the customized Automated HLS-CAM™ system, the Florida Critical *
Infrastructure Database, and other services and’ deliverables required by the Contract, for a total cost of '
$200,000.00, puisuant to the terms of the Contract.. The Contractor represents that this is at a discount of
$49,481.00. The Contractor is able to offer the listed discount because of Jnteﬂiprg’é investinent in the
HLS-CAM™ system development and provides such discount to FDLE because it recoghizes the critical
need for Autornated HL.S-CAM™ and the desire of NDPCI to successfully support this project with minimal
cost impact to FDLE. There will be no investment of FDLE funds in the actual design and production of the - -
original Automated HLS-CAM™ system, since it has already been developed. Funds expended by FDLE
pursuant to this Contract are for the customization of the Automated HLS-CAM™ system, the developmen
of the Florida Critical Infrastructure Database, and other related services and deliverables. = - .

Distribution of this proposal or its contents is subject to Terms and Conditions Section of this propnﬁal,
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- Additional Costs

Additional or recurring costs are not anticipated. However, additional costs for tasks not stipulated for in .
this proposal and requested by FDLE will be offered at the discounted rates below: . S

Program Managerf " $115.20
Subject Matter Expert | $115:20
Network Architect/Design Engineer | $92.16
Systerns Anatystl - . © $60.186
Senior Technical Writer . ‘ $52.48
.| Senior Creative Designer/illustrator '$63.76
‘Instructor $57.60 -
Customer Support ) $44.80

Additional services shall be added to this contract in the form of an amendment agréed to and signed by
both parties prior to the services being rendered. '

System Updates -

. Updates or new versions of the Automated HLS-CAM™ core system may be issued yeatly by NDPCL The
Contractor agrees to provide FDLE with all such updates and new versions when issued, at no further cost -
to FDLE. Any needed or requested customization by FDLE of the new version or update or deployment

will incur costs based upon a requirement analysis-with FDLE and paid according to the rates listed under
Additional Costs. . L : ' -

Distribution of this prapesal er its contents is subject to Terms and Conditions Section of this proposal. -~ -
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S o Terms and Conditions

C 1. In Gereral

CII

Main POC: FDLE’s main peint on contact for the project will be Inspector Lamry Shaw, Office
of Statewide Intelligence. The alternate point of contact will be Inspector Sheila Skipper, Lt.

- Kenineth Glantz is the main point of contact for NDPCI and for questions regarding the actual

HLS-CAM methodology. Inteiliorg will be the main point of contact for. Automated HLS-

CAM™ and for all technical aspects of the project. Yasmin Tirado-Chiodini is the primary" o

point of contact for Intelliorg.. A designated Imtelhorg program manager and customer service

- potits of contact will be assigned post-contract signature.

. CiL

Best Efforts Policy: A “best efforts” policy applies to this project. Thls means that all cfforts )
possible, within legal and ethical constraints, will be undertaken to ensure the proper
completion of the project as forecasted. The completion timeframe for the project is an estimate
based on similar projects and past experience, and, although it is very likely that the project will

o he completed by the timeframe provided herein, the project’s timely delivery depends on the . -

C.li

availability of the client to satisfy the requirements analysis and its availability to work
w1th our requests during the perfermance timeline. - '

Inteliectual Prctperty At a result of the proposed purchase, FDLE and the Florida Regmnal' -

. Domestic Security Taskforces and their parmers will enjoy perpetual use (license) of the

b)

customized version of the Automated HLS-CAM™ system and its related documentation
and the Florida Critical Infrastructure Database subject tor the followxng prowsmns

HLS-CA_M, Tnclhuding Vulnerabﬂlty Assesr,mﬂnt

¢ The HLS-CAM™ methodology, documentation, forms, including vu]nerabxhty assassment,
-, and derivatives, are protected by Copyright and Trademarks owued by the Natiomal
Domestic Preparedness Coalition (:NDPCI) '

. The Aummated._HLSTCAM” system, documentation, look and feel and derivatives are .
protected by Copyrights and Trademarks owned by Intelliorg, Inc.

Through the contract resulting from this proposal, FDLE obtains the indefinite right to use
the customized version of the Automated HLS-CAM™ system and thé Florida Critical
Infrastructure Database for any designated number of users within FDLE and the
" Florida Regional Domestic Security Task Forces and their partners, within the scope
" of this agreement. .

In the event of -dissolution of the NDPC], FDLE, the Flonda Regmnal Domestic Secunty :
© Task Forces and their parters retain the right to continue using the then current version of
_the Automated HLS CAM™ system and- the Florida Critical lnfrastructure Database

*

FDLE the Flonda Regional Domestic Security Task Forces and/or their par.tners shall not
L modlfy transfer, sell or allow use of the Automated HUS-CAM™ system and the Florida
. Critical Infrastructure Database by/to other parties (non-FDLE or Florida Regional
" Domestic Security Taskforces pa:tzes or panners) without prior written approval by NDPCL
and Intelliorg. .

Intelliorg, Inc.’s Proprietarly Technology: )

* In creating the final’ Automnated HLS-CAM™ tool, Intelliorg, Inc. may have used its .own
additional proprietary technology. Through the resuiting contract with FDLE, FDLE and
the Florida Regiomal Domestic Secutity Taskforces and their partners are authorized.

" Distribution of this propasal or its contents is subject to Terms and Conditions Section of this propesal.
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+ . perpemal use of this proprietary technology in conjunction with the Automa;ced HLS-

CAM™ tool, but not independently theresf. Intelliorg, Inc. technology shali not be . .

. transferred or sold without prior written approval by Intelliorg, Inc.
C.1.1. Other Terms anii'Cn:nd'iﬁons._ ' '

"g)" - Confidentiality. FDLE agrees to notify the contractor prior to the release of any
information contained withis this proposal pursuant to any public records request under Chapter
"119, FSS so that the contactor may seek any lawful remedies. - '

© b)) ° Implementation and Modification by Others. Betause of the proprietary nature of HLS-
: CAM™ and Automated HLS-CAM™, this proposal may not be used to implement this project
-~ internally within FDLE, solicit similar services from another service provider, or for causing _
other service provider(s) to compete with NDPCI for such services. C

C.2. Acceptance: HLS-CAM Automation and Florida Critical Infrastructure Database

- C.2.1. ‘Payment of Deliverables
.a) Payments o . o
The contract services and deliverables are listed below with the associated payment amounts. -
. Payment for each of the contract services and deliverables listed will be made i arrears of the
acceptance-of the respective service/deliverable by FDLE, except that the payment associated
with the service/detiverable “Go-Live” will be made inl arrears of a) the acceptance of the “Go-
Live" service/deliverable by FDLE, and b) the Final Project Acceptance by FDLE. All
payments will be made pursuant to the terms of this Contract. Payment shall be made to -
"NDPCI and either directly deposited to the corporate bank account (to be provided separately) -
or mailed t6 NDPCI at 604 Courtland Street, Suite 145, Orlando, FL 32804. "

Payment # | Proposal Section # ~__ Service/Deliverable Payment amount
1 . A4l | Requirements-Analysis —Part A.- . $10,000-
2 © A4l Requirements Analysis — Part B : $35,000.
3 A412 | Customization & Deployment - 7$90,000 |
4 CA413 Testing & Validation L -l $30,000 |
.5 Ad414 Training, Technical Manual, & User Guide |- $15,000 | .
6 A4S Go-Live* I ) - - $20,000
N/A - A416 Maintenance &. Customer Support - No additional cost
N/A. - TOTAL T - b $200,000

WHEREFORE, the Parties hereto si gn below, écknowledging that they have read, understand, and agree to all
the terms of this Contract, and they have the full legal authority to-sign on behalf of and to bind their respective

" entities.

NATIONAL DOMESTIC PREPAREDNESS - FLORIDA DEPAR OF LAW

".COA'LITI S ©  ENFORCEMENT/ [/

ETH GIANTZ, Secretary ~ JERRY HEWDRY, General Servjées Administrator

- Pate ' ' . ' ~ Date - @ .

. Distribuiion of his ﬁrnpasal or its contents is subject to Terms and Conditions Section of this proposal.
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- Appendix A. Exhibit1 - -
(See Addendum A to Contract for Services and Product License}

Distribution of this ptoposal er its cortents is subject to Terms and Conditions Section of this proposat.




s,

FDLE Contract #C9520A. . |

"Appendix B.- Relevant Biographies
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R " FDLE Contract #C95204

KENNETH M. GLANTZ
Program Manager-

" Lieutenant Glantz is a Program Manager for the National Domestic Preparedness Coalition (NDPCI).
Lt. Glantz is the primary author of the Homeland Security Comprehensive Assessment Model {HLS-
CAM), a methodology designed to prevent, deter and respond fo terrorist threats on critical
infrastructure. ) . e oo

. In addifion, Lt. Glantz is the Deputy Director of the Orange County Sheriff's Office Homeland Security
- Section, the first lacal-law- enforcement Homeland Security Section in the nation. Lt, Glantz was
instrumental in the creation of this section. As the Deputy Director of the Homeland -Security Section,
1t Glantz commands the Homeland Protection Unit, Emergency Management Unit, Critical Incident
Management Team, Florida Sheriffs Statewide Taskforce and the Orange County Interagency
Security Committee. - E ) . o

Lt.-Glantz has over 17 years of law enforcement experience; five years were spent as a patrolman .
with the Barrington Police Department in Barrington, Rhodg Isiand. As an Orange County Deputy, he
has supervised and worked in a multitude of law enforcement units. Lt. Glantz ‘also served in the
United States Navy. - - - - . : .

On July 15, 2002, Lt. Glaniz testified befare the Congressional Committee on Government Reform,
'Sub Committee on Civil Service, Census and Agency Organization, field hearing regarding .
“Strengthening America’s Borders: Should the issuing of visas-.be' viewed as a diplomatic tool or.”
security measure?” ' o - o ' '

Lt. Glantz’ holds a Master of Arts Degree .in Security Management and eamned the honor of
distinguished graduate from Webster University in 1996. He eamed a Bachelor of Arts Degree in
Criminal Justice and Biology, from Rhode Island Coliege in 1890. He is a graduate of the Southem
Police Institute Command Officer Development Course, University of Louisvilte in 2001.

" Lt. Glantz is.a Certified Protection Professional (CPP), board certified in Security Management by the
American Society for Industrial Security (ASIS, International). He has attended numerous courses in
the area of terrorism and emergency management. He has been an invited speaker on issues relating
" to terrorism. . L . _

S

National Domestic Preparedness Coalition (NDPCI) -
804 Courtiand Street, Suite 145 » Orlando, FL 32804
Phone: (407) 628-7008 » kenneth_olantz@ocfi.nef -




FDLE Contract #C9520A

) ntelliorg, Inc
o Prasident &,CEO

Yasmin Tirado-Chiodini founded l-ﬁtelfiorg, Inc., a technology and security firm in Orlando, Fiorida, in 2001. Ms.
Tirado-Chiodini has' over eighteen years of intemational experience -in areas. involving- science “and
engineering, information technology, aerespace and defense, business, and law.

As Manager of Market and Competitive Analysis for Anser, Inc. a Washington, D.C. homeland sacurity public-
research insfitute - (1997-2000), Ms. Tirado-Chiodini designed the corporats - business infelligence {7
infrastructure, directly participated in bullding the Homeland Security business infrastructyre, and conducted
research in information technology and systems relevant to the intelligent agent detection of criminal activity in
" open sources. As a former Associate Director of Global Manufacturing for the top international corporate '
research and analysis firm, Fuld & Company, Inc. (2000-2001), Ms. Tirado-Chiodini consulted for Fortune 500

companies globally and xpanded the firm's aerospace, defense, and Latin American business.

While a Senior Space Shuttle Project Engineer with The Bionetics Corparation, a NASA contractor at Kennedy
Space Geriter (1890-93), Ms. Tirado-Chiodini managed teams of Space Shuttle engineers, scientists, and
technicians for flight operations and participated in the design and maintenance of paylead ground and flight.
experiment hardware, She also provided critical management and operational engineering support for
physiological, engineering and human factors experiments conducted on astronauts during launch and landing:
She is also a former Executive Consultant, to Lockheed Martin Corporation (1996-97) in the company’s X-33
and Reusable Launch Vehicle Programs, where shie contributed in a diversity of areas, including program
management and integration, prototype development scheduiing, and business model development.

Ms. Tirado-Chiodini's experience in atificial intelligence and information systems extends though a diversity of .
areas. Her work includes research, theoretical and experimental study-in image pattern recognition as part of

her M.S. thesis in Biomedical Engineering, under the sponsorship of Boston University's Department of

Mathematics, Center for Adaptive Systemns, supported by a Ford Foundation Fellowship. There, she developed

computer modeling and simulations of visual patterns 1o conduct research in human visual percaption. - Ms.

Tirado-Chiodini alse conducted research in visual processing, neural networks and artificial intelfigerice under

the sponsorship of Boston University's intelfigent Systems Laboratory. : .

While a Fellow of the Massachusetts Institute of Technology (MIT) Center for Advanced Engineering Studies,
Ms. Tirado-Chiodini conducted neuro-vestibular research at the MIT Man-Vehicle Laboratory, Department of
Aeronautics and Astronautics. . There, she designed the experiment.protocel, computer software, experiment
hardware, and conducted research on human subjects under simulated weightlessness conditions.”

i additior to her practical and research experience, Ms. Tirado-Chiodini is an attorney licensed by the State of
Florida, focusing on business and technology law. She is also President of the Homeland Security Industries
Association, FL. Chapter and Southeastern Regiondl Center. She holds a Juris Doctor from The George
Washington: University Law School (1996), a M.S. in Blomedical Engineering from.Boston University {1989), -
" and a B.S. in Chemistry from the University of Puerto Rico (1985}, and has performed graduate study towards

a M.S. in Space Operations Systems at the Florida Institute of Technology (1991-93). .

Ms. Tirado-Chiodini is also an Adjunct Professor at the Rollins College Crummer Graduate Business School,
where she teaches “Legal, Ethical and Social Issues -of Business” and “Negofiations™ to MBA students. She
has made a number of public appearances, inciuding an appearance on the ABC television program 20720 with
John Stossél. She has been recognized by the Edyth Bush Foundation for her community service and has
recently been selected by the Orfando Business Journal as one of the top ten “Women Who Mean Business in
Central Flonida. intefliorg, Inc. was recently recognized with a 2003 |TFlorida Goveriment Leadership award
and invited to participate in 4 national 35-member “think tank” reporting to Mr. Donald Rumsfeld, US Secretary *
of Defense, 10 increase Hispanic business representation in DoD. in addition, Intelliorg was recently horored
with a Don Quijote "Small Business of the Year" award. A : :

" Ms. Tirado-Chiodini serves on the Board of Advisors of the Disney/SBA National Entrepreneurship Center and
is a member of ihe Flerida Bar. ) ’ . :

Intelitorg, Ing.™

37 Nerth Orange Ave., Suite -810, QOriande, FL 32801 « F.O. éox 780306, Orlando, FL 32878
Phone: (407) 277-7400 « Fax: (407) 277-3858 » e-mail: nfo@intelliorg.net « Web: www.intelliorg.net




. FDLE Contract #C9520A

Mark Crandall -
Program Manager -

. Mark Crandal[ is a Program Manager wﬂh [ntelhorg, Inc. He has over ten years of experience with
prolect ‘managsment, specifically in the areas of software development and business intelligence. He
has ‘a proven track record gathering and analyzing requiremients, translating requlrements into
efficient design implementation projects, and managing the initiatives through the ‘development life
cycle to achteve strearnlined business processes.

Mr. Crandall was educated at the University of Florida, studying Materials Science Engtneermg and
Business Administration as an undergraduate. He was acéepted. to University of Florida's Masters
Program in Decision and Information Sciences (DIS), where he completed the coursework for
selective Ph.D. program-in DIS. 'In lieu of a Ph.D. thesis, Mr. Crandall entered the busmess eector to
consult small and med:um sized businesses full time. -

Subsequently, Mr. Crandall held the posmon of CEQ/Owner of Crandall Technologles, a consulting -
firm in Gainesville, FL (1996-2000), serving small to medium sized businesses with focus on Business -
Process Re-engineering, Technical Architecture, Data Mining, and Business -intelligence. His

engagements included the development of a Content Management System and the automatlon of a.
Cialms Sysfem for TOWer Hilt Insurance -Group in Gainesville, FL.

Mr. Crandall then joined Breakaway Solutions, a Full Service Prowder asa Management Consuitant
(2000-2001) in this position, Mr. Crandall was responsible for leading technical teams and engaging

clients in the development of strategy and the gathering of requirements. During his tenure with - '

Breakaway, Mr. Crandall's engagements included Technical Lead/Project Manager at Credit Suisse,
'leadlng a team of businéss analysts to understand and document.the complex and manually-applied
business rules that govemn eligibility for named and numbered bank accounts. Directing the design
and development team, Mr. Crandall created the successful proposal for the automation of the steps
for pre-qualification, including management of proper citizenship documentation, tailored checklists of

mandatory steps prior to -account opening, automated distribution of - required formalltles and
.consumer quallﬁca’uon for the different products offered by the mstitutlon -

Mr, Crandall was then_offered the position of Director of Consu|tsng Services with a firm in Denver,
"CO. At smartisoluxions, Mr. Crandall was responsible for managing smartlsoluxions’ consulting arm,
" developing business opportun:t:es new strategic business partner alliances, and investigating

potential new practice areas for smart!soluxions' business. One of the many engagements that Mr.
~ Crandall managed included directing-a twenty-person team commissioned by the CIO to replace a
legacy system .of twenty years with a system that required litfle maintenance and utilized updated -
technologies. Against an aggressive timeline and budget constraints, Mr.- Crandall introduced the
‘more powerful and flexible system to.users with an extremely slight leaming curve. This system
became_smart!soluxions’ flagship product for delivering Business intelhgence to mlddle and upper
management io better run thelr businesses.

Mr. Crandall is affi hated with the Project Management lnstltute (PM[) and has qua[:f ed for the Pro;ect _
" Management-Professional exam. . '

Intellmrg, Ing.™
37 North Orange Ave Suite 810, Orlando, FLL 32801 « PO, an 780306, Orlande, FL 32878 )
Phone:; (407) 277-7400 « Fax (407) 277-9858 » e-mail: nfo@mtelhorg net « Web: www, mtelhorg




' STATE OF FLORIDA
COUNTY OF LEON

AMENDMENT #1 OF CONTRACT #C95204 .

WHEREAS the FLORIDA DEPARTMENT OF LAW ENFORCEMENT, hereafter referred to as
-“Deparment,” and, Naticnal Domestic Preparedness Coalition, Ine, hercafter referred to as “Conb::xctor tnt:rz:d

into Congact #C9520A., dated March 9, 2004.

WHEREAS the parties to such contract are desirons of having al] provisions of Contract #C85204, dated
" March 9. 2004 hereto rémain in full foree apd effect except those ,a-mended hereby, )

NOW, THEREFORE, in consideration of the premises and pmmmcs contamed herein, the above srated
comtract is amended as follows:

Amendment shall change the following:

1. Addendim A (Exhibit: 1) to. Contract for Services & Product License (FDLE Contract #C95204), .
‘Sccton 2, paragraph 2 is amended to extend the corpletion date for the services and deliverables
required under this contract from July 31, 2004 to Novernher 30, 2004.

2. Al other terns and cenditions of this contract rcmmn unchanged except for those changes made
specifically by thls Amendmeut.

N WITNESS WHEREOF the parties hereto have exccuted this amzndment on thc date sct below the;r

Hames, \
| | | | %\Qﬁ\\f

N A’I‘[ONAI,__DQ:_\&E__S [1C PREPAREDNESS

"\ NAME: EdWa?‘d J. Dore NAME: Jerry-Hendry

TITLE: _Treasurer A TITLE. ~ Geners! Services Admimistrator

" DATE: _7/30/04 : DATE:__ 7/30/04







FOLE

Florida Department of QOffice of General Counsel Chatlie Crist, Govemor
Law Enforcement Post Office Box 1489 Bill McCotlum, Atiomey General

: Taliahassee, Fiorida 32302-1488 Alex Sink, Chief Financiaf_omcer
Gerald M. Bailey (850) 410-7676 Charles H. Bronson, Commissioner of Agticulture
Cornrnissioner www.idle.state.fl.us

October 18, 2007

Mr. James H. Peterson, il

Office of the Attorney General
PL-O1 The Capitol

Tallahassee, Florida 32399-1050

Dear Mr. Petérson:

You have asked the Florida Department of Law Enforcement (FDLE) to make its automated
version of HLS-CAM available to your expert for review as part of Florida Ethics Commission
matter before the Division of Administrative Hearings (Case Number 07-1820EC). FDLE
believes that the determinations to be made in this case should be based upon the facts and
matters as fuily disclosed to both parties as possible. At the same time, FDLE recognizes that
the assessments derived by use of HLS-CAM and the actual assessment process itself is
sensitive information related to the State's homeland security that should not be made public.

In order fo facilitate the disclosure of facts and matters to assist the administrative court in
determining this matter, FDLE agrees to the following, provzded they are implemented by reason
of an order of the Adminisirative Law Judge:

—FDLE will provide an opportunity for your expert to come to FDLE headquarters in
Tallahassee and sit with an FDLE member familiar with the operation of HLS-CAM at a
computer terminal in which HLS-CAM is operative and view the HLS-CAM automated
assessment tool;

-In conjunction with the FDLE representative, the operation of HLS-CAM will kbe
demonstrated, and the representative will have the ability to ask questions or determine
whether the automated HLS-CAM can perform certain functions;

~Samples of assessments may be provided for review and demonstration purposes, but
may have identifying information deleted to maintain the overall security of the facility that
is the subject of the assessment;

--Determination whether and fo what extent actual assessment material will be provided
for viewing by your expert remains at FDLE’s discretion;

~Your expert will not be provided the underlying details of how the database is
constructed, “code" revealing the funciionality of the database, or any information that
would place FDLE in violation of its obligation to the HLS-CAM copyright hoider to protect
the underlying computer code and structure resulting in the operational product known as
HLS-CAM;

~In effect, your expert will be allowed to see HLS-CAM in operation as it would be viewed
by any person using HLS-CAM to conduct an assessment;

~Your expert will be allowed to view, but not copy, HLS-CAM user or training materials;

Service - infegrity ~ Respect + Quality




~A determination of whether individual computer "screen shots” can be duplicated for
your expert to carry away from FDLE will be made on a case-by-case basis, with the
FDLE representative’s decigion being final;

—A small sampling of actual assessments may be provided for viewing by your expert at
FDLE's option;

—-If actual assessments of facilities in Florida are viewed, they will not be avail'able. far
copying unless approved by FDLE and unless identifying information can be edl}ed in a
way to not jeopardize the security of the information contained in the assessment itself,

~The Order must oblige your expert to not reveal to third parties outside the subject
litigation any sensitive information he may come across during his review of the HLS-
CAM system. He will be asked to sign a nondisclosure agreement prior to viewing any
HLS-CAM materials or the system in operation.

In short, FDLE is agreeing to allow (by administrative court order) your expert to view the HLS-
CAM automated system in operation as it would be utilized by someone conducting an
assessment with the system, but will not allow that expert to retain confidential or security-
sensitive information related to actual sites in Florida or actual assessments performed.

The methodology utilized by HLS-CAM is considered sensitive information and any discerned
information regarding that methodology must be held in confidence by your expert, to be
revealed only in the context of the litigation at hand. We will ask your expert to sign a
nondisclosure agreement that allows him to discuss his observations with you, and to not reveal
them in any other context or forum other than in the actual litigation of this matter as structured
by the administrative judge.

if any sensitive or confidential or public records exempt information must be discussed during
the actual litigation, you will seek review of that information in camera by the court prior to its
disclosure. If the court refuses to provide a method assuring the information’s continued
confidentiality and to prevent its disclosure in public, you have agreed to voluntarily defer from
inquiring into those areas. FDLE reserves the right to take whatever action necessary in the
administrative litigation to assure sensitive, confidential or exempt information does not become
public during the court hearings or via depositions.

| believe this represents an effective balance between FDLE's concems to protect the sensitive

information and your desire to have an expert review the HLS-CAM automated version in

operation. As stated initially, FDLE believes it is important that information either party in this
matter believes is relevant and important be provided to the greatest extent FDLE can do so
while maintaining appropriate protection of sensitive, confidential or exempt information.

Sincerely,

%%/57/

Michael Ramage
General Counsel

MRR/




STATE OF FLORIDA
DIVISION OF ADMINISTRATIVE HEARINGS

IN RE: KEVIN BEARY, Case No. 07-1820EC
FEC Complaint No. 05-105

Respondent.

RESPONSE IN QPPOSITION TO “ADVOCATE’S
REQUEST FOR AN ORDER WITH GUIDELINES”

| Kevin Beafy, by and through undersigned counsel, responds pursuant to
Rule 28.106-204(1), Florida AdmiﬁistratiVe Code, to the “Advocate’s Request for
An Order With Guidelines,” and states as follows:

Procedural Posture of “Advocate’s
Request for Order with Guidelines”

1. In conjunction with a “Response to Respondent’s Motions for

Protective Orders,”! the Advocate, on October 19, 2007, included “Advocate’s

Request for an Order With Guidelines” which seeks an order permitting

inspection of documents and things at the Florida Department of Law
Enforcement (FDLE) by the Advocate’s expert witness under specified
conditions.

2. FDLE is not a party to this proceeding.

! See Beary Motion for Protective Order as to documents sought from Rickey Ricks via deposition
duces tecum filed October 8, 2007; and Beary Motion for Protective Order as to documents sought
by the Advocate’s First Request for Production of Documents filed October 8, 2007.  The
Advocate has sought similar information from Ken Glantz via deposition duces tecum filed
October 8, 2007 to which Kevin Beary has filed a motion to quash that portion of the subpoena
duces tecum on October 19, 2007.




3. The “Advocate’s Request for an Order With Guidelines” is a motion as
that term used in Rule 28.106-204(4), Florida Administrative Code, permitting a
response in opposition.

Improper Discovery

4. Section 120.569(2)(f), Florida Statutes, provides that the administrative
law judge may “effect discovery on the written request of any party by any
means available to the courts and in the manner provided in the Florida Rules of
Civil Procedure.” Rule 28.106-206, Florida Administrative Cdde, provides as
follows:

After commencement of a proceeding, parties may obtain discovery

through the means and in the manner provided in Rules 1.280

through 1.390, Florida Rules of Civil Procedure.

5. The “Advocate’s Request for Order and Guidelines” is in effect a
request seeking inspection of documents or things from a third-party, FDLE, that
is not a party to this proceedings. As presented, it is. not in compliance with Rule
1.351, Florida Rules of Civil Procedure.

6. Rule 1.351, Florida Rules of Civil Procedure, provides the means
available to seek inspection and production of things from person or entity that
is not a party to these proceedings.

7. The procedure contemplated by the order appears designed to avoid

the requirements of Rule 1.351, Florida Rules of Civil Procedure, that if an
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objection is raised by a party to the production under Rule 1.351, relief may be
obtained pursuant to Rule 1.310, Florida Rules of Civil Procedure.2

8. The “Advocate’s Request for an Order With Guidelines” precludes
Respondent’s participation in the process, contrary to Rule 1.310, Florida Rules of
Civil. Procedure. The contemplated order specifically provides that “the
Advocate’s expert will have the ability to ask questions or determine whether the
automated HLM-CAM can perform certain functions...,” without Kevin Beary
having the ability to participate, cross-examine, or otherwise object to such
inquiries.

Substantive Objections

9. FDLE's position with respect whether the HLS-CAM methodology
should be made public is consistent with the position of Kevin Beary: “FDLE
recognizes that the assessments derived from the use HLS-CAM and the actual
assessment process itself is sensitive information related to the State’s homeland security
that should not be made public.” (Emphasis added).?

10. This is consistent with Kevin Beary’s position that the HLS-CAM is
exempt from public disclosure pursuant to Section 119.071(3), Florida Statutes,

which provides in relevant part:

* While FDLE's efforts “to facilitate the disclosure of facts and matters to assist the administrative
court in determining this matter” are noteworthy, the administrative law judge’s authority to
effect discovery is limited to the “means available to the courts and in the manner provided in the
Florida Rules of Civil Procedure....” See Section 120.569(2)(f), Florida Statutes.

* See letier to the Advocate dated October 18, 2007 which is attached as Exhibit “B” to the
“ Advocate’s Request for an Order With Guidelines,”
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(3) Security.

(a) 1. As used in this paragraph, the term "security system plan"
includes all:

a. Records, information, photographs, audio and visual
presentations, schematic diagrams, surveys, recommendations, or
consultations or portions thereof relating directly to the physical
security of the facility or revealing security systems;

b. Threat assessments conducted by any agency or any private
entity;

c. Threat response plans;
d. Emergency evacuation plans;
e. Sheltering arrangements; or

f. Manuals for security personnel, emergency equipment, or
security training,

2. A security system plan or portion thereof for:

a. Any property owned by or leased to the state or any of its
political subdivisions; or

b. Any privately owned or leased property

held by an agency is confidential and exempt from s. 119.07(1) and
s. 24(a), Art. I of the State Constitution.

11. The HLS-CAM is a confidential “security system plan” as defined in
Section 119.07(3)(a)l, Florida Statutes, which includes: records, information
relating directly to the physical security of a facility or revealing security
systems; threat assessments conducted by an agency or a private entity; threat

response plans; and manuals for security personnel, emergency equipment, or
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security training. Thus, any such documents are confidential and exempt from
Florida Public Records Law pursuant to Section 119.071(3), Florida Statutes.

12, Neither the Advocate nor FDLE is permitted to waive the
requirements of Florida’s public records to facilitate discovery in a manner
inconsistent with the requirements of the Rules of Civil Procedure.

Terms and Conditions of Proposed Order

13. The terms and conditions of the proposed order are inadequate.
Thomas W. Carney is the President of CAFM, Incorporated, a company that
holds itself out to the public as providing security and vulnerability assessment
services, HLS-CAM is protected by copyright held by the National Domestic
Preparedness Coalition, Inc. (NDPCI). Mr. Carney has made statements to the
effect that he views NDPCI as a competitor of CAFM, Inc. The proposed order
opens the product of NDPCI to the president of the commercial enterprise which
views itself as a competitor. The proposed order in that respect is inadequate.
See Seta Corporation of Boca Inc. v. Office of the Attorney General, 756 So. 2d 1093,
1094 (Fla. 4% DCA 2000) (“[Clourts can order disclosure of trade secrets so long
as protections are taken to see that they are not disclosed to competitors.”);
Grooms v. Distinctive Cabinet Designs, Inc., 846 So. 2d 652, 655 (Fla. 2rd DCA 2003)
(recognizing that trade secrets can be produced if disclosure is “carefully

regulated to ensure no improper use of the information.”)
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14. Moreover, NDPCI is not a party to this proceeding and the Advocate’s
is seeking an order impacting its interests without notice to it or without it
otherwise being able to object in this proceeding,.

15. Mr. Carney is fact witness in this case, as well as the Advocate’s
expert. He has alleged that the Orange County Sheriff's Office has not made one
assessment; that it has overcharged Orange County five to ten times for
assessments made; and that FDLE has “white-washed” its contract with NDPCI.
Permitting Mr. Carney access to the automated version of HIS-CAM and
assessment data in FDLE's system relating to assessments made in Orange
County, even at the discretion or option of FDLE, will deprive Kevin Beary of
any meaningful opportunity to cross-examine Mr. Carney as to several
statements and assertions that he has made with respect to this case.

WHEREFORE, for the foregoing reasons, Kevin Beary respectfully
requests that the “Advocate’s Request for an Order With Guidelines,” which
seeks an order permitting inspection of documents and things at the Florida
Department of Law Enforcement (FDLE) by the Advocate’s expert witness under

specified conditions, be denied.
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Respectfully submitted on this 237 day of Oftober 2{07 by:

b Yo

Mark Herrpn

Messer, Cdparello & Self, P.A.
Florida Bar Number 0199737
Post Office Box 15579
Tallahassee, FL 32317 -

Tel. No. (850) 222-0720

Fax, No. (850) 558-0659
mherron@lawfla.com

Wayne L. Helsby

Florida Bar No. 362492

Allen, Norton & Blue, P.A.

1477 West Fairbanks Ave. Ste. 100
Winter Park, Florida 32789

(407) 571-2152

(407) 571-1496 Facsimile
whelsby@anblaw.com

Attorneys for Respondent

CERTIFICATE OF SERVICE

I HEREBY CERTIFY that a true and correct copy of the foregoing was
provided by United States Postal Service to James H. Peterson, IIL, Advocate for
the Commission on Ethics, Office of the Attorney General, Room PL-01, The

Capitol, Tallahassee, FL 32399-1050, and a PDF copy was forwarded by email to
James H. Peterson, IlI, Advocate for the Comrrujn on Ethdss, at the following

address: Pete.Peterson@myfloridalegal.com, on thi 2‘3“1 day ctober 2007.

AN —
Mark Herro
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